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D-Link

Building Networks for People

D-Link Business Wireless LAN Solution
Karl Hsieh

From Management viewpoint:

. Standalone access point V

e Controller solution
* Hardware



D-Link Unified Wireless Solu

« APX

. switch V

» Controller Vv
Software

« Cloud-managed solution

e Wireless
controller

DWS-4026
Support 64 APs per device

Support 256 APs per peer group
DWC-1000

,
Support 6™~24 APs per device W
Support 24~96 APs per peer group -
« Unified switch DWC-2000

Support 64~256 APs per device
Support 256~1024 APs per peer

group



Unified Wireless Solution Comparison

DWS-3160
Support 12~48 APs per device
Support 48~192 APs per peer group

_ DWC-1000 DWS-3160 DWS-4026 DWC-2000

Port 4LAN+ 20ption 20 10/100/1000Base-T 24 10/100/1000Base-T 4 10/100/1000Base-T
10/100/1000Based-T 4 Combo 1000 BaseT/SFP 4 Combo 1000 BaseT/SFP 4 Combo 100/1000
2 10G (module/ optional) Base-T/SFP

PoE No Yes (PC model) Yes No



# mgmt. AP
Max. # mgmt. AP/ peer
group

# clustering controll
peer group

6 to 24

D

er/

Redundancy while full AP No

capacity

Additional VPN/ Firewa
W(CEF license

Additional AP license
increments

DWC-1000

I/ Yes

AP License

To activate an additional 6 access points
DWC-1000-AP6/ DWC-1000-AP6-LIC

12 to 48

192

No

No

12 or 24

64

256

Yes (4+4)

No

No

64 to 256

1,024

Yes (4+4)

No

32 o0r 64 or128

€ <



Wireless Controller License Options

* Feature license (DWC-1000-VPN-LIC)
* To activate VPN, firewall and advanced routing

features Ll
* DWC-1000-VPN/ DWC-1000-VPN-LIC Pl ;:s;

DWC-2000

* AP License

* To activate additional access point support
*  DWC-2000-AP32/ DWC-2000-AP32-LIC

*  DWC-2000-AP64/ DWC-2000-AP64-LIC « DWC-2000-AP128/ DWC-
2000-AP128-LIC

*Remark:

DLMS, D-Link License Management System , an on-line system delivering virtual package of appliance’s add-on services, instead of
physical one.



Unified Wireless Access Point

802.3at PoE 802.3at PoE

y A&,
- o
e DWL-2600AP
11n 2.4GHz single band
Internal 2 x 2 antennas
DWL-8600AP DWL-6600AP DWL-3600AP
11n concurrent dual band 11n concurrent dual band 11n 2.4GHz single band
2 X 2 antennas Internal PIFA antennas w/ Internal 2 x 2 antennas
802.3af PoE external antenna connectors 802.3af PoE
802.3af PoE
I
|
I
v
S T™ /’7,0/3,,
\ o
DWL-8610AP DWL-6610AP
11ac concurrent dual band 11ac concurrent dual band

Internal 3 x 3 antennas internal 2x2 antennas



802.3af PoE

DWL-6700AP

Outdoor
11n concurrent dual band 2 x 2 antennas

5GHz high gain directional
2.4GHz omni-directional Non-standard PoE
IP65 rated

v/



DWL-6700 Outdoor AP

Global Status | All APs

Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

We can see all the details related to a managed AP here.We can perform actionlike reset, disassociate clients connected with selected AP.

Managed APs List

Show | 10 v | entries

[Right click row to see more options] | a,

DWL-6700AP 4.3.0.1

Managed APs

00:03:7F:11:37:D3 192.168.10.104 Managed Success

Status

Controller IP Address
Software Version
Profile

Code Download Status
Discovery Reason
Configuration Status
Protocol

Vendor ID
Authenticated Clients
Part Number

System Up time

Serial Number

Managed
192.168.10.5
4.3.0.1

1 - Default
Not Started
L2 Poll Received
Not Started
5

D-Link

0
DWL-6700AP
0d:00:05:43

RB0J1C4008601 7



Unified Wireless Access Point
802

* The first unified AP 802.11ac model.

« 3x3 MIMO with 3 spatial streams, providing
up to 1300 Mbps PHY data rate on the 5GHz

DWL-8610AP

11ac concurrent dual band

Intel‘face Internal 3 x 3 antennas
802.3af PoE

« POE: IEEE 802.3at
« Bandsteering
« Beamforming technology



enables longer reach,
thus covering more area

with less devices @
. 16 VAPs 1300 ®
AP Clustering I\/IbpS 450

-
Mbps 300
Mbps



D-Link

Building Networks for People

DWC-2000



DWC-2000 Form Factor

O e T R s Link Aggregation
@ . e il i “m\.,i LACP

Interface

B Power LED

D USB Ports (1-2)

F Gigabit LAN SFP ports (1-4)

D-LinkK Academy

Growth Through Networking Education




DWC-2000 vs. DWCG1000

H Console Port
« In addition to hardware (capacity, form factor...), software
features and license options, there is one significant
difference between Ethernet interfaces:

° System Performance ° ®* Max. 1,024 APs per peer group
®* 64 APs per controller, max. 256 APs
D-Link Academy

Growth Through Networking Education



DWC-2000 Highlight

* Max. 8 controllers per peer group Hotspot Application
(including redundant controllers) * Single or batch accounts generation
®* Max. 3,072 concurrent CP authentication * Customized time/ traffic accounting
users profile

° User AuthenticatiOn * User account status monitoring

* User account usage extension
®* 20K permanent accounts and 20K

temporary accounts of local database * Payment agent (Paypal, SecurePay,

Authorize.net, WorldPay)
°*  Multiple login pages associated with

VLANs/ SSIDs

D-Link Academy

Growth Through Networking Education



Hotspot Application

Billing plan selection
Billing - BillingDesk \
Select Billing Profile

Billing Form | View Accounts

* Account generation from
Service Desk/ Front Desk
or via online purchasing*.

Batch generation

3 hours - 3 hours

 Up to 40 billing plans

* Single or batch accounts
creation

* Flexible account type
sorted by usage volume,
usage time, and specific

Batch Generation
Start While Account Login

Expiration Date and Time

‘ 3 hours E‘
3 Hours

l ‘ (Set time from below)

MM DD YYYY  HH MM AM/PM

nam e

i, ) & 3
Generate

period.

Monitor status and
extend usage via front

Billing Users

Select Billing Profile

Billing Form | View Accounts

3 hours

desk account

[Right click on record to get more options]

Show| 10 B entries

HS_33K40 10/25/2013 18:12
HS_6p5Pe 10/25/2013 18:12
HS_57dYI 10/25/2013 18:12

Showine 1 to 3 of 3 entﬁj—/

NA NA

7 Extend Session |
NA NA

E] View Details [

NA NA

|| First || .| Previous | 1 | Next , || Last /|

[

Account usage status

M
7

Extend account

D-LinkK Academy
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usage and detail
* Online purchasing: confirm with PP for supporting in your countries. info

« Purchase the wireless service online! Customer simply
picks, chooses and purchases the wireless

D-Link Academy

Growth Through Networking Education



Internef/

Firewall

-

/”
-

s\~
~.

his tips.n

 Include most popular payment gateways
( ecommerce application service providers): PayPal,
Secure Pay, WorldPay, and Authorize.net.

« Benefits: leverage payment gateways’ infrastructures
* Collect funds cross countries and regions worldwide

Growth Through Networking Education



Hotspot Appllcatlon

* Secure transaction, encryption

[Usage Scenario] 6. DWHC passes credit card information to the payment gateway

1.  Wireless clients associate UAP 7. The payment gateway validates transaction information

2. User opens a browser 8.  The payment gateway confirms the transation information to DWC
3. DWC redirects to service package list 9. DWCgenerates a user account

4.  User chooses service package 10. DWC passes the qualified user  End Device account to the UAP
5.  User fills out payment gateway account 11. User acquires the internet access

(ex. Paypal) or credit card information

« Separate welcome pages assigned to different SSIDs or
VLANSs allow each company or service provider to have their
own login portals, even if access points are managed by the
same wireless controller.

« Max. 10 login pages

D-Link Academy
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Commercial
Building

Co‘mpony A
")

Company B

@ )))) SSID: BBB (/

SSID: AAA

D-Link Academy
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WC-2000 User Interface

D-Link” |

Serial Number:

€D Status

Status » Dashboard

Firmware Version:

Logged in as:

Language:

Step-by-step instruction guides users to setup the
system in minutes.

Wizards °

Controller / Device Wizard
This wizard will guide you through common configuration tasks such as changing the Password,
Timezone, Security, WLAN, Dynamic DNS and setting up of your Internet Connection.

help details please hit help icon on right side.

Dashboard

Traffic Overview Discovered APs

WLAN Wizard

This wizard will guide you in configuration
common tasks for Wireless Controller such
as Global, Radio and VAP Configuration.

Dynamic DNS Wizard

Users Wizard
This Wizard guides you in creating a new
user.

Date and Time Wizard

Place holder for alerts. Place holder for alerts.

WLAN Statistics CPU Utilization

Transmitted 19681 User | 5%
T & ide 9
Recleve 10s 6%

Dropped 0

0 5000 10000 15000

Place holder for alerts. Place holder for alerts.

Traffic Information Clear Statistics

Place holder for alerts.

Memory Utilization
400
300
200

100

Total Memory.

400 = o
HTTP | 41% Standalone 0000 ¢ ;¢33
300 -
HTTPS | 27% Egue o0
Email | 95 200 = 10000
Auth, Failed 5000 =
IPSec | 23% 300 5000 2300
. = oo M m H > W
6 7 256 896 ‘Uniown HTTP  HTTPS DNS OTHER

This Wizard helps in configuring Dynamic DNS
option 1 or option 2 settings.

This Wizard helps you in configuring Date
and Time settings.

Traf P es]

Incoming 0 [ &2
Outgoing [ 0 658
Dropped Incoming 0 [ 0
Dropped Outgoing [ [ 0

872 872
658 658
o o
0 o

Main menu bar makes it easy to navigate among
configurations

General Access Point Peer Group
General Discovered AP List Peer Configuration
Channel Agorithm Managed APs List Peer Status

Power Agorithm AP Poll List

WIDS AP Profile

Distributed Tunnels Network Profiles

WLAN Deployment WDS Groups h

The dashboard gives a quick glance on system,
wireless and clients information

= _—~Traffic information is displayed neatly in a

table. D-Link Academy

Growth Through Networking Education



DWC-2000 GUI Tips

D-LinkK Academy
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Serial Number: 00

System function key word search

= Wireless = Networl 0° Mai

Wireless » Access Point » Discovered AP List o Q

This page shows summary information about managed, failed, and rogue access points the controller has discovered or detected. We can Delete,
Manage, Acknowledge and View details of all APs here.

Discovered AP List

Show | 10 E] entries [Right click on record to get more options] \

N/A Unknown 3h:4%m:8s 802.11b/g 1

N/A Unknown 3h:55m:38s 802.11b/g 3
N/A Unknown 3h:4%m:8s 802.11b/g

Right-click on PC or long tap on
touch panel on tablet to get a

N/A Unknown 2h:38m:7s 802.11b/g

N/A Rogue 3h:20m:44s 802.11b/g 6 . .
pop-out option list
. N/A Unknown 2h:5m:0s 802.11b/ 5
Status is
N/A Unknown 3h:35m:13s 48
hlghllghted N/A Unknown Oh:7m:36s 802.11b/g 4
in C0|or 90:94:£4:95:79:C0 192.168.10.108 No Database Entry Ok fim=20x N/A N/A
2| Manage |
FC:75:16:77:0E:C0 192.168.10.65 Managed 802.11a/n,802.11b/g/n 149,1
El| View Details

Showing 11 to 20 of 20 entries - \E’ml 2 [ Next 5 || Last )
« Always think of “search” and “right-click” when you get lost.

D-Link Academy
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Discovered AP List

Logged in as: admin ( ADMIN

Show entries [Right click row to see more options] [ 1 Q, |

| Language: Englis!

192.168.10.151 No Database Entry Oh:0m:23s N/A N/A
Wireless » AP Profile » AP
YESteE Frofile

Wireless> AP Profile

Wireless » AP Profile » AP

Profile Radio 4

Wireless» AP Profile Radio

AN.In order to taf — : 78:54:2€:32:41:C0 192.168.10.151 Al Ds Sy
slays the port idelr Wireiess » AP Profile » AP ) L) Select All
rship that can th Profies5ID 1 Showing 1 to 1 of 1 entries

Wireless» AP Profile SSID #'| Manage

Wireless » AP Profile » AP ‘B View Details

Profile QoS L &

Wireless» AP Profile Qo3 | ®| Delete All

- Wireless » 551D Profiles ﬂ

M Security » Login Profiles » SLA

Security » Billing Profile
Security » Login Profiles

« Avoid jumping into configuration directly without a proper
plan.

« Before starting configuration, make sure the following
information is ready:
* IP plan
D-LinkK Academy
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Getting Start

°* VLAN plan
* Network topology
* Wireless features you would like to configure, including

*  Country

e SSID

* Radio

* Wireless security
...more

D-Link Academy
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Network » LAN » LAN Settings » [Pv4 LAN Settings

hosts to be in the same subnet and use the new address to access this GUI.

LAN Settings

IP Address Setup
IP Address ‘192.158.10.1 l

Subnet Mask

DHCP Setup
DHCP Mode l DHCP Server v l
Starting IP Address ‘192.168.10.103 |
Ending IP Address ‘192.153 10.254 ‘
Default Gateway ‘192‘158.10.1 ‘
|

Domain Name

Configure DNS /7 WINS

Default Route
Enable Default Route

IDLm-r
Lease Time [Range: 1 - 262
OFF
'ﬂl

IPv4 LAN Settings | IPv6 LAN Settings | IPv6 Address Pools | IPv6 Prefix Length | Router Advertisement

The LAN Configuration page allows you to configure the LAN interface of the controller including the DHCP Server which runs on it and Changes here
affect all devices connected to the controller’s LAN switch and also wireless LAN clients. Note that a change to the LAN IP address will require all LAN

Advertisement Prefixes

D-LinkK Academy
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Discover Access Points(1/2

€2 Status = Wireless £° Maint
Dashboard System Information Network Information Wireless Information
Wireless » Accs ; i o °
Dashboard Device DHCP Clients Controller Status W W
. Al Logs Captive Portal Sessions Access Point
This page shows : . pr detected. We can Delete,
USB Status Interfaces Associated Clients
Manage, Acknow
Link Aggregation Clustering
Discovered Af WDS Groups Status
A y,
Show| 10 v |entries [Right click row to see more options] | aQ,
MAC Address & IP Address & | Last Failure T 2| Age ¢ | Radio & | Channel &

78:54:2E:32:41:C0 192.168.10.151 No Database Entry Oh:0m:8s N/A N/A
L Showing 1 to 1 of 1 entries | First || | Previous | 1 | Next , || Last |

B Network curity £° Maintenance
i ) ) General Access Point Peer Group
Wireless » - AccessPoint » Discoveq General Discovered AP List Peer Configuration o @
’ . Channel Agorithm Managed APs List Peer Status
This page shows summary informatiof X i red or detected. We can Delete,
: | Power Agorithm AP Poll List
Manage, Acknowledge and View detail
WIDS AP Profile
Discovered AP List Distributed Tunnels SS1D Profiles
g E— WLAN Visualization DS Groups
Slww‘ 10 Vv lentnes [Right ¢ WLAN Visualization ’ a, ’
Image
MAC Address. Gl e Radio & Channel &
78:54:2E:32:41:C0 192.168.10.151 No Database Entry 0Oh:0m:2s N/A N/A
Showing 1 to 1 of 1 entries | First || .| Previous | 1 | Next , || Last

D-LinkK Academy
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Discover Access Points(2/2

Wireless » AccessPoint » APPollList » I[P Discovery Q o

IP Discovery | VLANs Discovery

This page contain all the information about IP Address which can be configured for peer controllers. The IP Discovery list can contain the [P
addresses of peer controller and APs for the controller to discover and associate with as part of the WLAN.

IP Discovery

Pool List Discovery Setfup
L3 / IP Discovery

- I_I

IP Discovered List

Show| 10 v |entries [Right click row to see more options] a, l

No data available in table

Showing O to 0 of 0 entries | First | Pravious | Next , || Last |

Add New |IP Addresses to Poll

y

Growth Through Networking Education




Manage Access Points(1/6

D-LinkK Academy
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Wireless » AccessPoint » Discovered AP List

This page shows summary information about managed, failed, and rogue access points the controller has discovered or detected. We
Manage, Acknowledge and View details of all APs here.

Discovered AP List

Show| 10 v |entries [Right click row to see more options]

78:54:2E:32:41:C0 anoseenS No Database Entry

Select All

Oh:0m:8s N/A N/

Showing 1 to 1 of 1 entries » Manage

| First || | Previous | 1 | N

El View Details

X Delete All Copyright @ 2014 D-Link Corporation.

D-Link Academy
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Manage Access Points

Manage AP

MAC address
AP Mode

Location

Authentication
Profile

Radio 1 - 802.11a/n
Channel

Power

Radio 2 - 802.11b/g/
Channel

Power

- A
J

78:54:2E:32:41:C0

® Managed Standalone
I 1-Defsult v ‘

Auto v l
| Profile

Rogue

tional

Manage AP

MAC address
AP Mode

Location

Authentication
Profile

Radio 1 - 802.11a/n
Channel

Power

Radio 2 - 802.11b/g/n
Channel

Power

78:54:2E:32:41:C0

® Managed Standalone
| |
| 1-Default v |

Rogue

1-Default

2-8610Profilel

:
lAutc» v l
l Frofile v ]

Auto v ‘
l Profile




Manage Access Points(3/6

D-LinkK Academy
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Manage Access Points(4/6

Wireless » AccessPoint » Discovered AP List

The following AP MAC address was configured as a

Valid AP by this Controller. The AP configured as

managed, will be managed at the next discovery
cycle:78:54:2E:32:41:C0

This page shows summary information about managed, failed, and rogue access points the controller has discovered or detected. We can Delete,
Manage, Acknowledge and View details of all APs here.

Discovered AP List

Show| 10 v |entries [Right click row to see more options]

78:54:2€:37:41:C0 192.168.10.151 No Database Entry

Oh:0m:11s N/A N/A

D-Link Academy
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Global Status

Hardware Capability

Hardware Capability

The information on the Global page shows status and statistics about

Controller periodically collects information from the APs it manages a We can see all the details related to a managed AP here.We can perfor

APs Global Status Managed APs List

Total AP 1 =l y

i Show| 10 v |entries [Right click row to see more options]
Managed APs 1
Standalone APs 0
Rogue APs 5 bcm953012er 4.3.0.1_B013 78:54:2F:32:41:C0
Discovered APs 0 .

Showing 1 to 1 of 1 entries

Connection Failed APs 0

D-LinkK Academy
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Manage Access Points(5/6

Wireless » AccessPoint » Managed APsList » Valid APs

Valid APs | Managed APs | AP Provisioning

This page contains information about APs configured in the local database.

Valid APs List

Showl 10 ¥ |entries [Right click row to see more options] ]

| 1] 1] ]
MAC Address | Location

78:54:2E:32:41:C0 Managed 2-8610Profiled1

Showing 1 to 1 of 1 entries | First || | Previous | 1 | N

Wireless » AccessPoint » Managed APs List » Managed APs o 0

—

Valid APs | Managed APs | AP Provisioning

AP managed by the Wireless Controller is listed by its MAC address and location. When the AP is in Managed mode, remote access to the AP is

disabled. However,we can enable Telnet access by enabling the Debug feature. We can also manually change the RF channel and power for each radio
on an AP.

Managed APs List

Show| 10 v |entries [Right click row to see more options] ] Q ‘

78:54:2E:32:41:C0 1-802.11n/ac 153 10 Disable

78:54:2E:32:41:C0 2-802.11b/g/n 6 100 Disable

ademy

ing Education

Showing 1 to Z of Z entries | First || | Previous | 1 | Next , || Last |




Manage Access Points(6/6)

Discovered AP List
Show entries [Right click row to see more options] Q. |
N/AA Unknown Oh:8m:24s 802.11b/g 8
N/A Unknown Oh:8m:24s 802.11b/g 8
N/AA Unknown Oh:8m:24s 802.11b/g 7
00:1F:33:BE:65:56 N/A Unknown Oh:9m:24s 802.11b/g 6
00:21:91:50:8D:54 N/A Unknown Oh:10m:24s 802.11b/g 6
2 N/A Unknown Oh:10m:24s 802.11b/g 6
N/AA Unknown Oh:4m:30s 802.11b/g 9
N/A Unknown Oh:21m:45s 802.11a 153
NAA Unknown Oh:10m:24s 802.11b/g 6
N/AA Unknown Oh:10m:24s 802.11b/g 6
Showing 1 to 10 of 56 entries [ | First | Previous| 1 | 2 | 3 | 4 | 5 |'Next /“Lastjl

D-LinkK Academy
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Add an AP Profile(1/5

Wireless » AccessPoint » Discovered AP List g d

This page shows summary information about managed, failed, and rogue access points the controller has discovered or detected. We can Delete,
Manage, Acknowledge and View details of all APs here.

Discovered AP List

ma Q,

Show| 10 v |entries [Right click row to see more options]

78:54:7E:32:41:C0 192.168.10.151 Oh:0m:0s 802.11n/ac,802.11b/g/n 153,6

Showing 1 to 1 of 1 entries (filtered from 56 tptal | First | | Previous | 1 |Mext , || Last
entries) '

D-LinkK Academy
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Add an AP Profile(2/5

Wireless » AccessPoint » AP Profile o @

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified Wireless Controller.

Access Point Profile List

Showl 10 ¥ ]entn‘es [Right click row to see more options] ‘ a, |

1-Default Configured Any 1

Showing 1 to 1 of 1 entries | First || | Previous | 1 | Next , || Last |

Add New AP Profile

D-Link Academy
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AP Profile Global Configuration

Profile Name |8810Pfofile01 |
Hardware Type I DWL-8810AP Dusl Radic ¥ I
Wired Network Discovery [Range: 1 - 4093]
VLAN ID

Configure AP Profile Radio1
Radio Mode 802.11a/n

Configure AP Profile Radio2
Radio Mode 802.11b/g/n

Configure AP Profile QoS Radio1
QoS Radio 802.11a/n

Configure AP Profile QoS Radio2
| Qo5 Radio 802-11big n

1008

T

D-Link Academy
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Add an AP Profile(3/5

AP Profile Global Configuration

AP Profile Global Configuration e Turn on 5GHz radio
Profile Name 8810Profiledl ] o Select radio mode
* Turn on auto-channel and
auto-power
e Remember to click “Save”

Hardware Type | DWL-8€10AP Dual Radio ¥ |

Wired Network Discovery 1 [Range: 1 - 4093]
VLAN ID

Configure AP Profile Radio1
Radio Mode 802.11a/n

Al |

: : : AP Profile Global Configuration
Radio? Configuration

State | ore Radiol Configuration
RTS Threshold [Range SEate o«
RTS Threshold [Rang 2347] Byte
Load Balancing | oFr l l ]
Maximum Clients | ] [Range LAt Raaing
~ Maximum Clients } [Range: 0 - 200]

RF Scan Other Channels | oFF

RF Scan Sentry | Jov?

Mode l |IEEE 802.11n/ac v

* Please note that values DTIM Period [ fRange: 1
need to be given to all Beacon Interval [ ] range: 20- 2007 M. Sec.
o«
o« I

blank fl@ld Automatic Channel

Automatic Power




Add an AP Profile(5/5

* The newly created profile shows up in the “AP Profiles” list.

Wireless » AccessPoint » AP Profile g

Q

Operation Succeeded

AP Profiles | AP Profile Radio | AP Profile 55ID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified Wireless Controller.

Access Point Profile List

Show| 10 ¥ |entries [Right click row to see more options] I Q, |

1-Default Configured Any 1
2-8610Profile01 Configured DWL-8610AP Dual Radio a/b/g/n/fac 1
Showing 1 to 2 of 2 entries | First || | Previous | 1 | Next , || Last |

Add New AP Profile

* After the profile is created, it will show up in the profile list where it can be applied.

D-Link Academy
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Valid APs Configuration °

»

MAC address |73:54:25;32:41::o ' ]
AP Mode ® Managed () Standalone ) Rogue
Location ‘ l Optional
Authentication ‘__«[ow
Profile | 2-8810Profilel1 v
Radio 802.11a/n
Channel Auto v
Power [ Profile v |
Radio 802.11b/g/n
Channel l Auto v I
Power [ Profile v l 55!

4

Save

LAB Objectives: at the end of the lab, you will be able to use
DWC-2000 to manage access points by applying a customized
profile.

Tasks: \E— ——@

- Configure the controller Wireless Unified
Controller AP
D-LinkK Academy
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Discover access points

DWC-2000 IP: 192.168.10.5/24
Manage access points
Create an AP profile
Create a SSID named DEU-0x, where x stands for the group
number. Use WPA2-personal, passcode: dlink123 as the
security profile
Apply the AP profile to the access point
Associate to the SSID using your wireless clients
Raise your hand and tell me to verify it.

D-LinkK Academy
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SSID Profile List

Wireless » AccessPoint » SSID Profi

This page shows all the wireless SSID
cannot delete them. We can add and

ak

dlink1
dlink2
dlink3

L WM

dlink4

w

dlink5
dlinké
dlink7
dlinka

L - -

dlink9
10 dlink10

Showing 1 to 10 of 16 entries

Al || &2 || & |

-Default
-Default
-Default
-Default
-Default
-Default
-Default
-Default
-Default
-Default

l Add New SSID Profile ]

General

General

Channel Algorithm
Power Algorithm
WIDS

Distributed Tunnels
WLAN Visualization
WLAN Visualization
Image

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Access Point
Discovered AP List
Managed APs List
AP Poll List

AP Profile

WDS Groups

None
None
None
None
None
None
None
None
None

None

None
None
None
None
None
None
None
None
None

None

Peer Group

Peer Configuration

Peer Status

ucan

| First || | Pre

You can select option
to add a new SSID
profile or modify the
default SSID from the
SSID profile list.
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AP Profile SSID Setting(2/7

Right click any of the 16 default SSIDs you would like to edit.
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Wireless » AccessPoint » SSID Profiles 0 @

This page shows all the wireless SSID configured on the controller. The first 16 551D’s are created by default. You can modify the default SSID, but we
cannot delete them. We can add and configure up to 16 additional 551D for a total of 32 wireless 551D.

SSID Profile List

1 dlink1 None Free None
' 2 dlink2 None Free None
3 dlink3 None Free None
' 4 dlink4 None Free None
5 dlink5 None Free None
' 6 dlinké None Free None
7 dlink7 None Free None
' 8 dlink8 None Free None
9 dlinkg None Free None
' 10 dlink10 None Free None

Add New S

D-Link Academy
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SSID Profile Configuration

551D

|GoA-01 |
Captive Portal Type I Free v ‘
Hide S51D lorF
Ignore Broadcast [—] OFF
VLAN [1 | tRance- 1 Q31
SSID Profile Configuration
Configuration
Security None WEP & WPA/WPAZ

WPA Versions
WPA

WPAZ

WPA Ciphers
TKIP

CCMP(AES)
WPA Key Type
WPA Key

Bcast Key Refresh Rate

® WPA Personal

' WPA Enterprise

W
=)
=)

o]
(

.
=




Redirect

1" dlink11 1-Default Disabled None None
12 dlink12 1-Default Disabled None None
13 dlink13 1-Default Disabled None None
14 dlink14 1-Default Disabled None None
15 dlink15 1-Default Disabled None None
16 dlink16 1-Default Disabled None None
17 GOA-01 1-Default Disabled WPAPERSONAL None

Showing 11 to 17 of 17 entries

* Oryou can experience the power of search again!

Free

Free
Free
Free
Free
Free

Free

None
None
None
None
None
None

None

[“First“ |Previousl 1

D-LinkK Academy
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Authentication

‘Next /|

Last ,|




Show| 10 v |entries [Right click row to see mare options] |vg ) Q, ]
Security Redirect

17 GOA-01 1-Default Disabled WPA PERSONAL None Free None

Showing 1 to 1 of 1 entries (filtered from 17 total | First || | Previous | 1 [ Mext , || Last |

entries)
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AP Profiles

AP Profile Radio | AP Profile SSID | AP Profile QoS

1-dlink1
Thislp 2-dlink2 ceps point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Ser i 3'5:”“3 cdn configure and enable up to 16 VAPs per radio on each physical access point.
-dlinks
5-dlink5 .
ACE ¢ jjinke Likt
7-dlink7?
8-dlinks
A 9.dlink9 2-8810Profile01 v
10-dlink10 x =
R 11-dlink11 © 802.11n/ac  ® 802.11b/g/n
12-dlink12
13-dlink13 o S et e v R 2 S
% Spironin '&P-tcﬁck,row to see more options] | Q |
| 15-dlink15 - , !
| 18-dlink18 " 3 - & | VLAN & | Hide SSID & | Security & | Redirect &€ | Captive Ports
17-GOA-01
1-dlink1 Enabled 1-Default Disabled None None Free
| 2-dlink2 v ‘ Disabled 1-Default Disabled None None Free
| 2-dlinka v Disabled 1-Defaut  Disabled None None Free
| 4-dlink4 v ‘ Disabled 1-Default Disabled None None Free
5-dlink5 v ‘ Disabled 1-Default Disabled None None Free
| 8-dlink8 v ] Disabled 1-Default Disabled None None Free
| 7-dlink? v ‘ Disabled 1-Default Disabled None None Free
| 8-dlinks v ] Disabled 1-Default Disabled None None Free

D-LinkK Academy
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AP Profile SSID Setting(6/7

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected A
Service Set Identifier(55ID). We can configure and enable up to 16 VAPs per radio on eat

Access Point Profiles SSID List

AP Profile | 2-8810Profile v
Radio Mode I-! 802.11n/ac| ) 802.11b/g/n
Show| 10 v |entries [Right click row to see more options]

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

Enabled From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the L

2-dlink2 v Disabled - - -
ik ‘ Access Point Profile List

Showentries [Right click row to see more options]

1-Default Configured Any 1
2-8610Profile01 Associated {Modified | DWL-8610AP Dual Radio a/b/g/n/ac 1
Select All
Showing 1 to 2 of 2 entries | .
& Edit
B Copy

Add New AP Profile J :
T —— | & Apply
&

| % Delete




AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can t

Access Point Profile List

Show| 10 v |entries [Right click row to see more options]

\' Adlraware |ype

1-Default Configured AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

2-8610Profile01 Apply|Requested

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can t

Access Point Profile List

Show| 10 v |entries [Right click row to see more options]

AP Profiles | AP Profile Radio

1-Default Configured Any
From this page, we can create, copy and delete 2-8610Profiled1 Appt DWL-8610AP Dual Radio a/b/g/n/ac
Access Point Profile List
Show| 10 ¥ |entries [Right click row to see more options]

1-Default Configured Any D Link A
& cadem
2-8610Profiled1 DWL-8610AP Dual Radio a/b/g/n/ac y
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Associated Wireless Clients

{ Settings Wi-Fi GOA-01 Cannected i
* iPhone and the laptop — Q)| | oy N
i i D-Link !
wireless clients connect > GOk p—— _ :a!!
to GOA-1 SSID || dlinki N
* Right click client to view CHOOSE A NETWORK... =" WA :!!!
. . ~ london_visitor K |
more |nf0rmat|0n august &= (i) W
= tsdvl3-competitor-2.4g ",ﬂ]
BDPM _T &= (i) ~
6600-5g ol
Status » Wireless Information » Associated Clients » Associated Client g g

Global Status | Associated Client | Ad Hoc Clients | Detected Clients

You can view a variety of information about the wireless clients that are associated with the APs the controller manages.

WLAN Associated Clients List

Show| 10 v |entries [Right click row to see more options] Q ’

C8:D3:A3:AB:BC:1D 192.168.10.111 GOA-01 78:54:2E:32:41:C0 78:54:2E:32:41:C0

CC:08:E0:B1:F2:71 192.168.10.239 GOA-01 78:54:2E:32:41:C0 78:54:2E:32:41:C0

Showing 1 to 2 of 2 entries | First || | Previous | 1 | Next , || Last |

NTUVV L UG NS LV VU N Y LU UL



Associated Wireless Clients Actions
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Global Status | Associated Client | Ad Hoc Clients | Detected Clients

You can view a variety of information about the wireless clients that are associated with the APs the controller manages.

WLAN Associated Clients List

Show entries [Right click row to see more options] | Q, [

CC:08:E0:B1:F2:71 e GOA-01 78:54:2E:32:41:C0 78:54:2E:32:41:C0

Showing 1 to 1 of 1 entries De tails l | First | Previoos | 1 | Next , || Last |

Distributed Tunneling

Neighbor AP Status

Client Statistics pyright @ 2014 D-Link Corporation.

Roam History Details

mm S X |

Purge Roam History

Scenario: separate and grant different

privileges to company and personal devices

Description: Nowadays it's very common for people to have
multiple wireless devices, which are carried by employees to their
company. A common policy of company IT team: your own device

D-Link Academy
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could only connect to the Internet whereas company devices could
connect to both the Internet and the company resource.

Tasks:

« Configure network infrastructure

 Create company and BYOD VLANs

« Create AP profiles and SSIDs

« Configure captive portal for SSIDs
 Create company user accounts
 Add company device’s MAC address
« Change AP’s profile to BYOD profile

« Create and customize login profiles
« Create captive portal accounts
« Connect to both SSIDS ru
Company
nesource
YOD
(Your Own

« Verify the result
Device) Company

Internet only devices

-
<
N\
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Growth Through Networking Education



VLAN | Name | IP(DSR) | 1P (DWC-2000)

192.168.10.1 192.168.10.5

2 v2 192.168.2.1 192.168.2.5
DSR N 3 v3 192.168.3.1 192.168.3.5
a
= @
f V VJJ SSID1: company0x
__JJ SSID2: byodOx

x stands for the group number

&

S

a. Port 1/trunk/ VLAN 1, 2, 3
b. Port 1/Tagged, VLAN 2, 3 /untagged VLAN1

c. Port 2/Tagged, VLAN 2, 3 /untagged VLAN1

D-LinkK Academy
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Create VLANs on DWC(C(1/3

d. Port 3/Tagged, VLAN 2, 3 /untagged VLAN1

e. Port 10/untagged/ VLAN 2

f. Port 4/Trunk/VLAN 1, 2,3  * Disable DSR wireless if any
 Add VLANSs

Network » VLAN » VLAN Settings o o

The controller supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured to communicate in a subnetwork
defined by VLAN identifiers.

VLAN List

Show| 10 v |entries [Right click row to see more options] ‘ Q l

Default 1 192.168.10.1 255.255.255.0 Free None
Showing 1 to 1 of 1 entries | First || | Previous | 1 | Next , || Last ,
[ Add New VLAN
™ g
D-Link Academy
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Create VLANs on DWC(2/3

VLAN Configuration

VLAN ID
Name

Activate InterVLAN Routing

Captive Portal Type

Multi VLAN Subnet
IP Address

Subnet Mask

DHCP J

DHCP Mode

NQQS

LAN Proxy
Enable DNS Proxy

\2 l [Default: 1, Range: 7 - 4093]

l

d

|192.168.2.5

255.255.255.0

® None

* You are also allowed to
configure DHCP on the
same page in the new

GUI.

DHCP Server VLAN Configuration

You are allowed to
configure IP address
during VLAN creation in
new GUI.

VLAN ID

Name

Activate InterVLAN Routing

Captive Portal Type

Multi VLAN Subnet
IP Address

Subnet Mask

DHCP
DHCP Mode

LAN Proxy
Enable DNS Proxy

| [Default: 1, Range: Z - 4093]

3

v3
B
Frc—e v |

[192.168.3.5 |

255 255 2550 |

'® None DHCP Server DHCP Relay

[ e J o,



Create VLANs on DWC(3/3

* Verify your settings

Network » VLAN » VLAN Settings

The controller supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured toc
defined by VLAN identifiers.

VLAN List

Show| 10 v |entries [Right click row to see more options]

Defauit i 192.168.10.1 255.255.255.0 Free None
2 2 192.168.2.5 255.255.255.0 Free None
v3 3 192.168.3.5 255.255.255.0 Free None
Showing 1 to 3 of 3 entries | First | | §
’ ®
D-Link Academy
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Configure Port Property as Trunk

Network » VLAN » Port VLAN
This page allows user to configure the port VLANs. A user can choose ports and can add them intoa VLAN.In or

specific LAN port with a VLAN ID, you can associate a VLAN to a physical pert. The VLAN Port table displays th
that port and VLAN membership information. Go to the Available VLAN page to configure a VLAN membership th

Port VLANs List

[Right click row to see more options]

port1 Access 1 1
port2 Access 1 1
port3 Ac¢Port VLAN Configuration °
port4 o .
Port Name Port4
Mode Trunk v

VLAN Membership Configuration

VLAN Membership 1 A
2
3 -
Port VLANs List
[Right click row to see more options]
Port Name L Mode 3 || PVID > | VLAN Membershi
port1 Access 1 1
port2 Access 1 1
port3 Access 1 1
Iport-1 Trunk 1 1:2.3

Showing 1 to 4 of 4 entries
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Create SSIDs(1/2)

SSID Profile Configuration

| * Create 2 SSIDs: companyOx
and byod01 where x stands
Captive Portal Authentication Configurafion for group numbe_r' .
Authentication Server Local User Dstabsase v ‘ o MAC authentlcathn IS
required for companyOx SSID

compsany01

551D

Captive Portal Type | Permanent User v l

Login Profile Name default v ] Create a Profile
Hide SSI1D [ Jos
Ignore Broadcast l'orr ; : :
— 5SID Profile Configuration

VLAN 2 | w
MAC Authentication ® Local R 3sID byod01 ]
Redirect ® None O H Captive Portal Type l Fermsnent User v I
Wireless ARP Suppression | oFr Captive Portal Authentication Configuration

) Authentication Server ’ Tl e T v ‘

Login Profile Name ’ default v ‘ Create a Profile
company byodOx ;
Hide 551D [ ] 4
= (i)
[ o= =

Ignore Broadcast
VLAN 3 VLAN | [Range: 1 - 4093]

MAC Authentication Local ) Radius ® Disable

MAC Auth Local Default s S O

Wireless ARP Suppression | fo#



Create SSIDs(2/2)

e Verify your settings
SSID Profile List

Show| 10 v |entries [Right click row to see more options] | a, I
Security Redirect ap;ive | Authentication

11 dlink11 1-Default Disabled None None Free None

12 dlink12 1-Default Disabled None None Free None

13 dlink13 1-Default Disabled None None Free None

14 dlink14 1-Default Disabled None None Free None

15 dlink15 1-Default Disabled None None Free None

16 dlink16 1-Default Disabled None None Free None

17 6600_radiu... 1-Default Disabled None None Permanent radius

18 8610_sla 1-Default Disabled None HTTP SLA None

19 company01 2-v2 Disabled None None Permanent local

20 byod01 3-v3 Disabled None None Permanent ﬁ'_iocal

[}
Showing 11 to 20 of 20 entries nﬁg 1|2 [next o || Last |
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AP Profile Global Configuration

AP Projile Global Configuration
Profile Name

Hardware Type

Wired Network Discovery
VLAN ID

Configure AP Profile Radiot
Radio Mode 802.11a/n

Configure AP Profile Radio2
Radio Mode 802.11b/g/n

Configure AP Profile QoS Radio1
QoS Radio 802.11a/n

[svoc ]

[Any vI .

[1 ] [Range: 1 - 4093] * (Create an AP prOflle
named BYOD, accepting
any AP hardware type.

T y yp

[T

————

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be createdon t

Access Point Profile List

Show| 10 ¥ |entries [Right click row to see more options]

1-Default Configured Any 1
2-8610Profile01 Associated DWL-8610AP Dual Radio a/b/g/n/ac 1
3-BYOD Configured Any 1

ny
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Create an AP Profile(2/2

* Change profile SSID setting for both radios.
* Remember to enable the 2" SSID.

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set Identifier(55ID). We can configure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles SSID List

AP Profile 3-BYOD v

Radio Mode ® 802.11a/n/fac ) 802.11bJg/n

Showentries [Right click row to see more options] | a, \

! 18-company01 '[ Enabled 2-company01 Disabled None None Permanent

j 18-byod01 v 1 Disabled 3-byod01 Disabled None None Permanent

D-LinkK Academy
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Apply AP Profile to the AP

Valid APs Configuration

* Apply the profile to the

IS ardress [7e:54:28:32:41:00 | selected AP in Valid AP list

AP Mode ® Managed Standalone Rogue |f the access pOIﬂt |S
managed.

* If access points are not
managed, discover and
manage them. You can
assign the AP profile
during AP management

Location | |

Authentication

Profile

Radio 802.11a/n
Channel

Power

Radio 802.11b/g/n

Channel ate v J prOCGSS.
P Valid APs | Managed APs | AP Provisioning
This page contains information about APs configured in the local database.
Valid APs List
Show| 10 Vv ‘entries [Right click row to see more options] | @, ]

MAC Address.

78:54:2E:32:41:C0 Managed

Showing 1 to 1 of 1 entries

| First | Previous | 1 | Next , || Last ,



Create CP User Account(1l/2

Group Configuration

Group Name

Description

User Type
User Type

Captive Portal User

Idle Timeout

[emplcyee

ID-Lint. employee group

L Admin |' Network

[Default: 10, R

3

iy

)
;
p

'Front Desk L Guest
-
ge: 1 - 999] Minutes

D-LinkK Academy
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Get User DB MAC Authentication | Password Rules

This page shows the list of added groups to the controller. The user can add, delete and edit the gr

Groups List

ADMIN Admin Group
employee D-Link emplo...
GUEST Guest Group

D-LinkAcademy
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Create CP User Account(2/2

User Configuration

User Name |u5er01 ]

First Name

Isssc l

* Create a user name

Last Name Newton ‘ “ ” .
user01” with a password
Select Group employee v
« ”
Enable Password Change |_| OFF user01
MultiLogin l‘ I
Password l ...... l

Confirm Password l ...... l

Get User DB | Groups | Users | MAC Authentication | Password Rules

This page shows a list of available users in the system. A user can add, delete and edit the users also. This p:z
on Users.

Users List

Show| 10 v |entries [Right click row to see more options]

admin ADMIN Enabled (LAN) Enabled (OPTION)

guest GUEST Disabled (LAN) Disabled (OPTION)

[ userot employee | Enabled (LAN) Enabled (OPTION)




Add Company Device MAC

Security » Authentication » User Database » MAC Authentication

Get User DB | Groups | Users | MAC Authentication | Password Rules

The Known Client Summary shows the wireless clients currently in the Known Client Database and allows you to z
clients to the database.

MAC Authentication
List Type White-List

MAC Authentication List

Show entries [Right click row to see more options]

MAC Authentication Confi guration

Showing O to 0 of 0 entries

Add New MAC Authentication MAC Address l C8:D3:A3:AB:BC:1D ’

Name Iccmpany‘ lsptop l

Get User DB | Groups | Users | MAC Authentication Authentication Action Global

The Known Client Summary shows the wireless clients currently
clients to the database.

MAC Authentication
List Type White-List

MAC Authentication List
Show| 10 v lentries [Right click row to see more options]

I T

c8:d3:a3:ab:bc:1d

’ ®
Showig 10111 et " D-LinkKAcademy
Growth Through Networking Education
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Connect Devices(1/3

e Connect company-owned devices to the company01.
* Typing any valid IP, you will be redirected to company device portal.
* Your own device could not connect to this SSID.

D-Link Academy
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Connect Devices(2/3

Wireless AC1200 Duasl Band USB Adapter =

e A . company01

IP{udk 192.168.2.130

Succes, lo 28 ed in

C Device. Pl » Login! ; :
e Company Device Portal Login

Company Device Portal Login

o |

Password | |

2 > Tink %
Copyright © 2014 D-Link Corporsation Copyright © 2014 D-Link Corporation.

* Your own device could only connect to byod01 SSID.
* Itisonly allowed to connect to the Internet

D-LinkK Academy
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Connect Devices(3/3

Yes, you do it right for BYOD. Please Login!

BYOD Portal Login
BYOD Portal Login
Username | user01 |
- = |
ogou
st

Copyright © 2014 D-Link Corporation.

* You can verify the captive portal session from the “Captive Portal Session List” under
Status 2 Network Information

D-LinkK Academy
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Status » Network Information » Captive Portal Sessions

Use this page to monitor the runtime authentication sessions that are active on your controlle

Captive Portal Sessions List

Show | 10 v | entries [Right click row to see more options]

user01 192.168.10.102

Showing 1 to 1 of 1 entries

« LAB time: 40 minutes

* You need to finish all the tasks in order to separate company
and personal devices

D-LinkK Academy
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and grant different privileges to
those devices

Company
Resource

Company
devices

YOD

(Your Own
Device)

Internet only

D-LinkAcademy
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Guest Management

Description: Nowadays it's very common for company
receptionists, hotspot managers, hotel front desk staff...etc. to
manage visitors’ network access. This requirement can be
carried out through DWC-2000 guest management function.

Tasks:

 Create guest SSIDs @_@_@
\F

« Create a front desk user
« Create billing profile(s)

 Login as a front desk and
generate guest accounts g‘

« Test generated accounts T -
* Create a SSID for hotel guests

D-LinkK Academy
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SSID Profile

-~
SSID [hotelo
Captive Portal Type Temporary User v
Free

Captive Portal Authentication Configurat| SLA

Fermanent User

Login Profile Name FM] Create a Profile

Billing User

Hide S51D CE
Ignore Broadcast m
VLAN [:l [Range: 1 - 4093]

MAC Authentication O Local © Radius @ Disable

Redirect ® None O HTTP

Wiress|D Profile List
Mody{

D-Link Academy
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Guest Management

* Apply the SSID to both of the radios to the existing AP profile

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set |dentifier(55ID). We can configure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles SSID List

AP Profile 4-BYOD v
Radio Mode ® 802.11a/n O 802.11b/g/n
Show| 10 v |entries [Right click row to see more options] Q, |

‘ 19-company01 v \ Enabled 2-v2 Disabled None None Permanent
Enabled 3-v3 Disabled None None Permanent
Disabled 1-Default Disabled None None Temporary
Disabled 1-Default Disabled None None Free
Disabled 1-Default Disabled None None Free

D-LinkK Academy
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Guest Management

Access Point Profiles SSID List

AP Profile 4-BYOD v

Radio Mode ® 802.11a/n @ 802.11b/g/n Enable the SSID
Reapply the AP profile to
access points

] 19-compsany01 v ] Enabled 2-v2 Disabled
| 20-byodo1 v Enabled 3v3 Disabled
L 21-hotel01 v | Disabled wxeee===) Disabled
[ = 7 Edit
| 4-dlink4 v | Disabled O - | Disabled
] 5-dlink5 v| Disabled e =
: = AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS
| A-dlinkA v Nizahled 1 .

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created
Access Point Profile List

Show| 10 ¥ |entries [Right click row to see more options]

1-Default Configured Any

2-6600 Configured Any
3-8610 Configured DWL-8610AP Dual Radio a/b/g/n/fac
4-BYOD Associated - Modified Ao
L Select All
Showing 1 to 4 of 4 entries » Edit
J @ Copy

Add New AP Profile

% Delete



Guest Management

Group Configuration °
Group Name | Guestmat |

o — * Create front desk accounts
sy AN  Create a group for the

front desk account in the
first place.

T

Get User DB | Groups | Users | MAC Authentication | Password Rules

This page shows the list of added groups to the controller. The user can add, delete and edit

Groups List
* Select “Front Desk” as the

Show| 10 v |entries [Right click row to see more options]
user type
r N | Descripti
ADMIN Admin Group
employee internal
GUEST Guest Group
GuestMgt Guest manage...

Showing 1 to 4 of 4 entries



Guest Management

User Configuration

User Name
First Name
Last Name
Select Group
Password

Confirm Password

‘ frontdesk01

Jimmy

| * Create accounts for the

ICsrtt_-r

| guest management group.

GuestMgt

Get User DB | Groups | Users | MAC Authentication | Password Rules

This page shows a list of available users in the system. A user can add, delete and edit the
on users.

Users List

Show| 10 v |entries [Right click row to see more options]

admin ADMIN Enabled (LAN) E
I frontdesko1 GuestMgt | Enabled (LAN) E
guest GUEST Disabled (LAN) [
moo ADMIN Enabled (LAN) E

user01 employee Enabled (LAN) E



Guest Management

* Create a billing profile for passcode generation.

£° Maintenance

e

Authentication Firewall

Security » Authentication » Billing Profile User Database Blocked Clients @ g
External Auth Server
Billing Profile

This page shows a list of available billing profiles for temporary CaptivePortal Use;r—rro—comooorcoreroomovorecmo—prormes——
Billing Profile List

T

Show| 10 ¥ ’entn‘es [Right click row to see more options] a, ‘

Profile Name | Billing Status & | Description

No data available in table

Showing O to O of O entries

Add New Billing Profile

* The usage scenario: One of our hotel customer would like to have their front desk staff
to generate temporary Internet access accounts for their hotel guests.

| First | Previous || Next , || Last |

D-LinkK Academy

Growth Through Networking Education



Guest Management

e ¢ [} 192.168.10.5/frontdesk * Sign in as a front desk to manage guest pass
AL * The front desk staff is able to

rofile Name jhc-:r_-l |

Profile Description hotel soenario | generate 10 codes at once.

e > = ° The hotel gives their guests 24

Allow Customized account [ Tee® . .

e hours complimentary wireless access

Allow batch generation on e for 2 devices after their first login.
Front Desk

Session ldle Timeout (10 [Defauit: 10, Range: 1 - 60] Minutes COdeS

Show alert message on login 11 ‘ \ Hour ) §

page while rest of usage
time/traffic under

Captive Portal Billing Profile Configuration

time/traffic under

Basic Limit by Duration

Valid with Begin and End time BEx ]

Valid Begin ’ Start while account login v ‘
Start while account login \ 1 | \ Days "
Allow Front Desk to Modify [ et
Duration
® .
Basic limit by usage D'Lllll(Academy
Maximum Usage Time | OFF

Growth Through Networking Education
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Guest Management

Un

Please login to access D-Link Unified Controller (DWC-2000) to manage and use the device
FrontDesk.

Front Desk Login

Username ’ ’

Password ‘ —'

* From here, the front desk staff could generate codes and view

D-LinkK Academy
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Guest Management

codes information.
Billing - BillingDesk

Select Billing Profile hotel v

Billing Form | View Accounts

hotel - hotel scenario

Start While Account Login 1 Days
Expiration Date and Time |35,-19,~2014 12:45 PM I (Set time from below)
TN DD r.w AM/PM

Generate

* One code is generate; the front desk staff could print it.

D-LinkK Academy
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Guest Management

Billing Profiles Configuration

hotel's User Accounts

Username HS_32701
Password 8iG6Q58
Expiration Date/Time 05/31/2014 12:00 AM
- 41920 My Tita
Print )
hotel’s User Accounts
Total: 1 sheet of paper Username HS_88L13

Password KW5bvedO

Print ’ Cancel Expiration Date/Time 05/19/2014 12:45 PM

Destination Z:_ Microsoft XPS Docu...

| Change... |

Pages = All

* The front desk can extend the time and view code details.

D-Link Academy
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Billing Users

7 ~

Select Billing Profile hotel v

Billing Form | View Accounts

HS_32701 05/31/2014 00:00 - MA
# Extend Session

B View Details

onfigurat on

User Name HS_1NF5y

Expiration Date/Time los/19/2014 02:47 | (Set time from below)

MM DD YYYY  HH MM AM/PM

05 19 2014 02 4/ AM

D-Link Academy
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Guest Management

Ho e

* However, our customer would like its staff to generate multiple accounts at once. How
could that be achieved?

D-LinkK Academy
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Guest Management

Captive Portal Billing Profile Configuration

Profile Details
Profile Name Ihatel |

Profile Description [ho!el scensrio I

Allow Multiple Login ﬂ-."'n |

Allow Customized account | [m
on Front Desk

Allow batch generation on ﬂj_ iting SiAgDE b

Front Desk

Session ldle Timeout [10 [c
—
Show alert message on login [1 E

Select Billing Profile hotel v

page while rest of usage hotel - hotel scenario
time/traffic under lBatch Generation 10 v| I
Start While Account Login Iz | I Houra v I Expiration Date and Time

[04719/2014 02:48 AM

MM DD Yyyy HH MM AM/PM
ETTR OETR IRV E G " TR y
MW\ B

D-LinkK Academy
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Billing Users

7

Select Billing Profile

Billing Form | View Accounts

HS_1NF5y
HS_32701
HS_37x24
H5_39H7C
HS5_6ssql

H5_7yG7j
HS_8chab
H5_908Xg
HS_OfN81
H5_Q3D95

hotel

05/19/2014 02:47
05/31/2014 00:00
05/19/2014 02:47
05/19/2014 02:47
05/19/2014 02:47
05/19/2014 02:47
05/19/2014 02:47
05/19/2014 02:47
05/19/2014 02:47
05/19/2014 02:47

£F £ %2 %% % ¢

D-Link Academy
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* Use one of the codes to sig in the portal

Millennium ,.ﬂﬂ -
D-Link o
SWSW M 7
No5-640L M 1
BDPM _T M
august ’ﬁ!!
radius_test ﬁﬁ!
hotel01 o

@] Information sent over this network
might be visible to others.

["] Connect automatically

30008501 o .

Open Network and Sharing Center

Ussrname

Password

Welcome to D-Hotel Please Login!

D-Hotel Portal Login

| H5_32701

* After successful signing in, you are bring to the following message boxes.

D-Link Academy
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Guest Management

D-Hotel Portal Login

¥/ I Accept to Terms & Service

Successfully logged in

D-Hotel Portal Login

Expiration Date 05/31/2014 00:00

« Usage scenario: coffee
shop

« Requirement:

* Shop clerks could generate and
manage their guest Internet
access codes.

* Policy: the code could be only
used by one device and is valid
for 2 hour. The shop clerk could
extend the time per request.

Usage scenario: hotspot or
business lobby

« Requirement:

D-Link Academy
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Receptionists could generate and
manage their guest Internet
access codes and usage

Policy: two types of codes will be
issued:

3-hour code

100 MB code

Users could consume time
and traffic volume from
multiple devices at the same
time

D-Link Academy
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Guest Management

Captive Portal Billing Profile Configuration

Profile Details

Captive Portal Billing Profile Configuration

Profile Name ‘CoffeeShop |

Profile Description [ccffee shop scenario l time/traffic under

Allow Multiple Login [ Jos Basic Limit by Duration

e = valid with Begin and End time | ox [

on Front Desk o Valid Begin | Start while account login ¥ l

Front Desk

Allow batch generation on H! | Start while account login 2 Hours v
Allow Front Desk to Modify H ! |

Session ldle Timeout [10 [Default: 10, Rang Duration

Show alert message on login l1 ] | Hour v

page while rest of usage

time/traffic under

Billing Profile | Payment Gateway

This page shows a list of available billing profiles for temporary CaptivePortal Users. We can add, delete and edit the profiles.

Billing Profile List

Show entries [Right click row to see more options] ‘ a, ]

| CoffeeShop Begin/End Duration coffee shop scenario I
hotel Begin/End Duration hotel scenario emy
_ ducation
Showing 1 to 2 of 2 entries || Frst || .| Previous | 1 | Next , || Last Jf




Guest Management

Billing - BillingDesk

Select Billing Profile

Billing Form | View Accounts

CoffeeShop v

CoffeeShop - coffee shop scenario

Batch Generation

Start While Account Login

[2 ] lHaurs "

MM DD YYYY  HH MM

Generate

Expiration Date and Time
[ 1

Billing Profiles Configuration

CoffeeShop's User Accounts

Username
Password

Expiration Date/Time

CoffeeShop's User Accounts

Username
Password

Expiration Date/Time

CoffeeShop's User Accounts

Username

Password

HS_3RméD
32mqg3y1B

05/19/2014 1:46 PM

HS_r7y1V
46540925

05/19/2014 1:46 PM

HS_90VEJ

tE5ZL05bz




Guest Management

AvTa - -

D-LinkK Academy
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Profile Details
Profile Name

Profile Description
Allow Multiple Login

Allow Customized account
on Front Desk

Allow batch generation on
Front Desk

Session ldle Timeout

Show alert message on login
page while rest of usage
time/traffic under

Basic Limit by Duration
Valid with Begin and End time

Basic limit by usage
Maximum Usage Time

Maximum Usage Traffic

Allow Front Desk to Modify
Usage

|hotspot-time |

|time-bssed code for hotspot |

o H

EX ]
[Default: 10, Range: 1 - 60] Minutes

|1 | lHour v

1

-
w

| Hours v I

%

Usage bv time

D-LinkAcademy

Growth Through Networking Education



Guest Management

D-LinkK Academy
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Profile Details
Profile Name

Profile Description
Allow Multiple Login

Allow Customized account
on Front Desk

Allow batch generation on
Front Desk

Session ldle Timeout
Show alert message on login

page while rest of usage
time/traffic under

Basic Limit by Duration
Valid with Begin and End time

Basic limit by usage
Maximum Usage Time

Maximum Usage Traffic

Allow Front Desk to Modify
Usage

Unit Price

|hotspot‘volume

Ivolume-based code for hotsp«l

Coo

EX_]

[Default: 10, Range: 1 - 60] Minutes

|10 | |MB v
e
B ] [

Usage bv traffic
volume

D-LinkAcademy
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Guest Management

* Verify the billing profiles you created

Billing Profile | Payment Gateway

This page shows a list of available billing profiles for temporary CaptivePortal Users. We can add, delete and edit the profiles.

Billing Profile List

Show’ 10 ¥ |entries [Right click row to see mare options]

coffee shop scenario

hotel scenario

CoffeeShop Begin/End Duration
hotel Begin/End Duration
hotspot-time Time Usage
hotspot-volume Traffic Usage

time-based code f...

volume-based code...

* @Generate time-based codes.

D-LinkK Academy
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Guest Management

Billing Profiles Configuration

ng - BillingDesk hotspot-time's User Accounts

Username H5_4g4t1

Select Billing Profile hotspot-time v

Password s5wN476j

Billing Form [|Niew Accounts Maximum Usage Time 3 Hours

hotspot-time's User Accounts

tspot-time - time-based code for hotspot

Username HS_621L9
Batch Generation I 50 v

Password 1624918w
Maximum Usage Time 2 ‘ [ Hours v

Maximum Usage Time 3 Hours

hotspot-time's User Accounts
Username HS_7653e
Password 00eifOd

D-LinkK Academy
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Guest Management

Billing Users

Select Billing Profile hotspot-time v
Billing Form | View Accounts
Shovw| 10 ¥ |entries [Right click row to see more options]

H5_060v4 NA 10800
H5_0b4CT NA 10800
H5_19s69 NA 10800
H5_1D3WM NA 10800
H5_1x88Z NA 10800
H5_240U1 NA 10800
H5_270ns NA 10800
H5_282i5 NA 10800
H5_2J64h NA 10800
H5_2(761 NA 10800

Showing 1 to 10 of 50 entries

* Generate volume-based codes. D-LinkK Academy
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Guest Management

Billing Profiles Configuration
ng - BillingDesk
hotspot-volume's User Accounts
Select Billing Profile hotspot-volume v Username HS_s9122
Password 50rwe3ds
Billing Form | View Accounts Maximum Usage Traffic: 100 MB
tspot-volume - volume-based code for hotspot hotspot-volume's User Accounts
Batch Generation ‘ 10 v Username HS_5cq04
Maximum Usage Traffic ’100 | [ MB v Password P2q3a5Dv
Maximum Usage Traffic: 100 MB
.
—_— hotspot-volume's User Accounts
Username HS_F5ulV
Password 7UDIU403

D-LinkK Academy
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Guest Management

Billing Users

Select Billing Profile hotspot-volume v
Billing Form | View Accounts
Show| 10 v |entries [Right click row to see more options]

HS_0S0u0 NA NA 100
H5_1Ab79 NA NA 100
H5_2K96E NA NA 100
HS_5cq04 NA NA 100
H5_5VDbE9 NA NA 100
H5_904HO0 NA NA 100
HS_E3659 NA NA 100
HS_Eptie NA NA 100
HS_F5ulV NA NA 100
H5_s9122 NA NA 100

D-LinkK Academy
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Guest Management

° Successfully logged in

D-Hotel Portal Login

Usage Time Left

10800

Sign in with a time-based code.
Observe from front desk management
page.

Billing Users

Select Billing Profile

Billing Form | View Accounts

[Right click row to see more options]

hotspot-time v

HS_060v4 NA
HS_0b4CT NA
H5_19549 NA
HS_1D3WM NA
HS_1x887 NA

D-LinkK Academy
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Successfully logged in

e Sign in with a volume-based code.
e Generate traffic and observe from front
desk management page.

-Hotel Portal Login

Usage Traffic Left 100

Billing Users

Select Billing Profile hotspot-velume v
Billing Form | View Accounts
Show entries [Right click row to see more options]

HS_050u0 NA NA 98

HS_1Ab79 NA NA 100

AB time: 30 minutes

'ou need to practice the 3 Scenarios

D-LinkK Academy
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Hotel

Coffee shop

Hotspot or lobby
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