oA X

Taipei College of Miritime Technology
14 F & RFAE 2RTEE

PR 105247 8p = 9:00-12:00
PR A REEFERIHRRERAEY - 3R

WHEFERPATR A L4



BEZBE AT AME

RGPt Jesse Chang
&R B ER T RE R

ELZEZGHY @ CEH, CHFI, EnCE, 1SO25999
ATM%I&JL



SOPHOS AGK0 i i

Agenda

- B BV E M

* AR

» A HAHIFYF A TR

o APTIR B2

» TENESE IR L H {H Y
» Han BIRHIEN R 55
Sk P E S

* Q&A

SOPHOS 2



SOPHOS AQ/\’_O_ﬁﬁ il

BEIZE AN=/RERHIRE

|

RS2 - s i

« HPERIINE
SR HARN = 2 B R T
. il T AR

> o ERREREHTIER
S HARY RS Z2E QRS
o HEA(EHTA T o

SOPHOS 3



SOPHOS




SOPHOS

* ZIEA
* ES Y
* SESATM

SOPHOS

Username:

Password:

/ARt i




SOPHOS T

SOPHOS 6



SOPHOS /Jg/gO BBgH

Dec 06 Frizots i3 BXERABNEFacebook GmailZ200EBIREBHBERE

E6n: s EEo
GE] satrmzss—mmanna
f8 2 it % (Facebook) ~ 27 #(Google) ~ HEFE(Yahoo) ~ #EF5(Twitter) Y H 705 2 AEfEn ik T
MRt 22 S wl Trustwave 2e7 0 b Bl 2% ) 18 % 25 T8 D0 200 485 4H i 0% )7 42 SR 6 05
CNNMoneyF14r H JE i #2124 F S » BE5 (E 2 DR TN 2056 B R - ook i A 25 5
UEUACE S SN IR EYN | E Rl R R U RS VR b Lt SR ]
EHBEET » BILEFRRNER T
I L % J.-—l -
HOMNBABRLE  HEFFHRAEMEERNE

£ B BEMBERR 755988 R T

(-
= =

PR AL

:.\iéé ‘.‘bb\ﬁ

00 ’

attack

WLi%11110. b
~233101000 3
“in . ‘

SEREFHRGEE : [HENEYS
o RF—HRERETEENNE -

o (")

EY TF wl il -cnh vl wb
b X €5

-h

— e —

MHLAmESELE  ESEEERE - 3
FMANESHREST @ NEREZMEE |

—2 OO0 —-2000C

&
oo O

)
v
'
v
|

!
L

‘l)(l]._f'
0110001101

o =
OAA(")——*-—~O7

)

—LD_A__“_\(A)_A(A).__\AAJA

\.)1 1011000010000001

11 H24H > TrustwaveiB B8] (i iy il fal Al v - MBE K HR4E - BBIILHE000BEHE L Z8R RA
v '"’ﬂ&‘pf\}‘ 31 SEE - A T 49%5(Gmail ~ Google+ » YouTube)iE78H - Mkt A6

_EWTEE - mal S

SOPHOS 7



SOPHOS

)

00 =] v N Bl = |

Password

password
123456
12345678

abcl23

gwerty
monkey
letmein
dragon

111111

baseball
iloveyou
trustnol

1234567

sunshine
master

123123

welcome
shadow
ashley
football
jesus

michael

ninja
mustang
password1

At

Change from 2011

Unchanged
Unchanged
Unchanged
Up 1
Down 1
Unchanged
Up1

Up 2

Up 3

Up 1

Up 2
Down 3
Down 6
Up 1
Down 1
Up 4

New

Up 1
Down 3
Up 5
New

Up 2
New

MNew

New

SOPHOS 8



SOPHOS /Jg/io A il

B HEE

BT
«0~9
«c A~Z
*a~z
o B FEIT(| @#S% N &*......)

* TEHH A

SOPHOS o



SOPHOS T

{REV RS 208
o HER— MRS A 2% 0%

https://www-ssl.intel.com/content/www/us/en/forms/passwordwin.html

SOPHOS



https://www-ssl.intel.com/content/www/us/en/forms/passwordwin.html

SOPHOS T

a‘%ﬁﬁﬂiﬁﬁ

& ERE ) ¢ BFPETE 10,000,000 X

100,000,000 10%1)
A~Z / a~z 8 208,827,064,576  6/]\i%
0~9+A~Z+a~z 8 218,340,105,584,896  7{fE H

SOPHOS



SOPHOS /Jg/lo,;g FE

BHSIREF
- B RE
A
CEEEEEEE RBsR S
- ETFIERE

- A BT

SOPHOS



SOPHOS

&

Pl

* FIREEHE

* WP EhiEs

*» HAukeE

* GEEBERTT

JACK0 1 i
AT
= v‘_:.j:_f%
« FREMEEAE (£ /sart B/ T1%APP)
(455 F1%App / fEEH)
1.ID+PW
LOGIN #4E8A S I PWOTE

* Google

Login: Allan
Password: 123456515769

PIN or AD/LDAP Password |

l
lL—OTokenCode

* RAEFRARRERR
© FHHE0L M »
* HiEE RGN — K (

SOPHOS



SOPHOS




SOPHOS %Q/io bt B4 22l

199943

O
T S

; . %—’%Mellssaﬁ A
iz | _ o

MELISSA VIRUS

In the spring of 1999, a TIMATED DAMAGE
man named David L. Smith created

acomputer virus based on a Microsoft
Word macro. He built the virus

so that it could spread through

e-mail messages. Smith named the virus
"Melissa," saying that he named it

after an exotic dancer from Florida.
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Thanks for the interview, | That wasn't very long Yea, a dog named
Mr. Bieber. So you were 390. Do youv remember Sam. Or Sammy. My
born on March your first pet at all? mom got it for me.
1, 1994?

L.

Your mom? That's nice.
What was her maiden
name 39ain?
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W o Co-operative Bank <info@safety.co.vks Q IElEl Q B |... @ ﬁﬁl
5 (zubject) Co-operative - Confirm Your Identity 2012439 E-F 01.06
HithEhi'E -

The co-operative bank

Cear customer,

Please note that we have just upgraded our
would reguire
our online banking users to confirm their acc

The co-operative bank
good with money

Proceed here to Co-operative Internet Bankir Welcome fo Internet Banking
register your account y

\ To access your account please enter your B-digit sortcode and
to our new SECUth module your 8-digit account number OR your 16-digit Wisa card number.

Sort code I

Programs and data held on The Co- operative Account number |
PRIVATE PROPERTY. Unauthorized access is oR
prohibited and is contrary to the Computer v _
criminal offenses and a claim for damages. Viea cradit card number |
Customers are reminded to keep their Custor y
to contact The Co-operative Bank on N —
08457 212 212 immediately if they are aware To go tothe Home page or Business Internet

Banking please click here.

Customer Security Codes.

Frograms and data held on The Co-operative Bank p.l.c. and smile systems are PRIWVATE PROPERTY.
Unauthorised access is

prohibited and is contran to the Computer Misuze Aot 1990, which may result in eriminal offences and a
claim for damages.

Customers are remindead to keep their Customer Security Codes confidential and to contact The Co-
operative Bank an

02457 212 212 immediately if they are amare someone else knows their Customer Security Codes,
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11 EEMEE - LinkedIn

i B
@ Fwd: Alex Please consider my propesal - hollyguy@gmail.com - Gmail - Mozilla Firefox E@g
— i TR [T—

@ https://mail google com/mail/u/0/?ui=28view=btop&iver=1p7 2xu94pYjaulisearch=inbox&ith=15036011f4202191 & cvid=1

2 0 [ ] .- L ¥E-

Hello Alex,

Thank you for replying to my email address... 1 know this will come as a surprise to you but let me formally
introduce myself to you.l am Ms CHIANG Lai Yuen Independent Non-Executive Director at HANG SENG BANK
| Ltd. | am contacting you concerning an abandoned sum of $22 500,000.00 USD. In June 2005, A customer
called Joseph Chin a foreign contractor with Royal Dutch Plc came to our bank for business discussions and
investment, As the officer in charge of his transaction then, | encouraged him to consider various growth of
TR e ERThen he invested US$19,500,000.00 (Nineteen Million Five Hundred Thousand
RS =R Based on my advice, we were able to spin the initial deposit with profit and interest
to 225 million U.S Dollars. After few months; My bank (Hang Seng) sent several notice to him without
response and unfortunately, my client died in a car crash along with his nuclear family at France while on
sabbatical in the summer of 2008, may their soul rest in peace. He died without leaving a Will and several
efforts were made to find his extended family through your embassy without success. Because of the sensitive
nature of private banking, most customers don't nominate next of kin in their investment, also usually in most
cases leave their WILLS in our care, in this case; our now deceased client died in-testate.

m

It is quite clear now that our dear client died with no identifiable family member. According to practice, the
Private banking sector will by the end of this year broadcast a request for statement of claim to HANG SENG
BANK Ltd, failing to receive viable claims they will probably revert the deposit to the Management of HANG
SENG BANK Ltd. This will result the money entering the Hang Seng accounting system and the portfolio will be
out of my hands and out of the private banking division. What bothers me most is that according to the laws of
my country at the expiration of Ten {10} years the funds will revert to the ownership of the Hong Kong
Government if nobody applies to claim the funds.
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e CEO emailtit{E'§
ZEEHE B R EER

/A.C/io b F

From: Greg Hoglund <greg@hbgary.com> ISun, Feb 6, 2011 at 1:59 PM
To: jussi <jussij@gmail.com>

im in europe and need to ssh into the server. can you drop open up
firewall and allow ssh through port 59022 or something vague?

and is our root password still 33j4bb3rwlcky88 or did we change to
88Scr3am3rss ?

thanks

. *ﬁ{l N E]Email i FEHY

From: jussi jaakonaho <jussij@gmail.com> ISun, Feb 6, 2011 at 2:96 PM
To: Greg Hoglund <greg@hbgary.com>

hi, do you have public ip? or should i just drop fw?
and it is jwicky - tho no remote root access allowed

REG
OGLUND

From: Greg Hoglund <greg@hbgary.com> ISun, Feb 6, 2011 at 2:08 PM
To: jussi jaakonaho <jussij@gmail.com>

no i dont have the public ip with me at the moment because im ready
for a small meeting and im in a rush,.

if anything just reset my password to changemel23 and give me public
ip and ill ssh in and reset my pw.

£0 AND FOUNDER HBGARY

From: jussi jaakonaho <jussij@gmail.com> ISun, Feb 6, 2011 at 2:10 PM
To: Greg Hoglund <greg@hbgary.com>

ok,

takes couple mins, i will mail you when ready. ssh runs on 47152

SOPHOS

...a little later:

bash-3.2% |ssh hoglund@®65.74.181.141 -p 47152
[unauthorized access prohibited]
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A2 Mobile

« {ER_EH87T%HI AR Fi%
* 2014DJ1%, (5 A T CAE A\ B i i A SR LAy
IMMEMMEHHMIIIIIIIIIIIIII

By 2014, mobile infernet should

e, — take over deskfop infernef usage
B} 87% [ 63.%
fthe work's populaton hove mable phonest £ ;:,.'f‘,;:'“;g:" Global Mobile vs. Desktop Internet User Projection, 2007 - 2015E

Mobile Users by % of Population 2,000 ‘
....{ PER100 PEOPLE ) /

1,600

Mobile
Infernet

1,200 sl o - Users

800 : -

400 o Desktop
Internet
Users

2007 2009 2011E 2013E 20I5E

Internet Users (MM)

| —

in India (844 milllon)
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R ﬁ\%/u\)]%And roid

10.3%
® Others
" RIM
®iOS
® Android

All Smartphone Owners in the US Global Smartphone Shipment in Q2
(Source: Nielsen July 2012) 2012 (Source: Canalys 2012)
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IOSNIEAR &5

Find and Call BYJE FHFE =CAF App Store F1 Google Play H

FH

7= (2 2R P AR B RIS A= el E —ER A
[FRES  AMEFIFIFPRINR » AR A& AR SMS

Al a_ilg

No SIM = 12:2
Find and Call Q) find and call

IT Mobile Crpannya paapaborumnka >
Find and Call Pacckasarte apyry >
Onucanwne

Find and call - Hosas TexHonorvs gns MobunsHoro, Bnepsesie 8 Mupe ¢
NOMOLULIO TeNedoHa MOXHO HE TONILKO 3BOHNTL. HO U A8NaTh NMOUCK HYXHbBIX

aboHexTos.
BecnnarHbie 380HKH ¢ MOBUNLHOro Ha aomens), email, Skype, coucern. 3abyas
npo womepal!!

Kaveropus: Bruasec Yro Hosoro 8 Bepcum [?]  O6uosnero 13 mow 20121

O6uoaneno: 13 mow, 2012,

Bepcus: 1.1 Mepenenax unreptenc 8 cropoHy Bonswero yaoberea,

Paamep: 1.6 M6 - Dobasneno Gonsiue hyHKun,

mﬂ%gmﬁ"&“& HoBasneH nonck Apy3&en No CoL,. CETHM, NOHTOBLIM SLMKaM,

© 2011, IT Mobile
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APK Samples
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100000 -
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Top Countries Targeted by Android Malware

[+ [«B[>!

M Russia = 30,000
B Ukraine 20,000 - 20,000
B xazakhstan 20,000 - 30,000

M china 5,000 - 10,000
us 1,000 - 5,000
Others < 100
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@ Sophos Mobile Security : @ Object details

EICAR Anti Virus Test

Version 1.0
Scan result

Scanner o Malicious object.

Threat Andr/Eicar-A identified!
further details

Loss & Theft Privacy Advisor Ignore  Uninstall

Permissions

B Storage

modify/delete USB storage contents
Allows an application to write to the USB

storage.
E] Phone calls
read phone state a entity
Allows the applica 0 access the phone
features of the device. An application with this
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opera_mini_b5

/A.C/io i £ A all

3=

Opera Mini

Do you want to install this

Do yvou want to install this
application?

application?
* ?ﬁu-r--mg.s-saﬁe.s ; Allow this application to:
Storage

Metwork communication

Metwork communication
falll IntErmeet acoeses

Your personal

infermation

Your personal
information
Stur_age b ¢

Services that cost you

Cancel Install

Malware Permissions Screen

Opera Mini Permissions Screen
(First Screen)

(Second Screen)

REM NEZ R G R EREFER
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* * % % * by Kevin - 20115523
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Step 1 : Collect Personal Information

Linked [T
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S www.samehsvpost.org

& SOCIETY OF AMERICAN MILITARY ENGINEERS
& Huntsville, AL Post

" PO Box 1600

Huntsville, AL 35807-3401

DEDICATED TO NATIONAL DEFENSE

Quick Launch DIRECTORS
(HOME) Director (odd year) (256) 830-1031 X125

|Director (odd year) Charlie Joyner (256) 799-3292 joyner@csc.com

® Post Officers, Board Members, & i

Committee Chairperzons |Director (even year) John Rivenburgh (256) 705-8564 @comcast.net

o ME Sias th
Director (even year) COL Nello Tortora (256) 895-1300 Nello.Tortora@usace.army.m

® Huntsville Post Newslatters |

® Board Minutes COMMITTEES

® Swiaining Member: "Awards Margaret Zaice (256) 217-2563 ':Margaret.Zme@parsons.cor

. Con."mu:tan & Bviaw: | = e (256) 837- = =

® Schoigrihips '

® Photo from 2011 Golf Townament |

3 - iSustaining Membership | |

® Recom Procomarion: ‘ James Kling (205) 595-8188 EXT 803 IKling@onestopenv.com

® Photos from Meetings '

® Awards rarmnm & ByLaws Harry Spear (256) 313-9495 Harry.Spear@mda.mil

® PDH Certificates and Attendess

® S4ME Nari ek [Programs Roger Young (256) 382-9728 rogeryoung@ipc-us.com

® Zxerngl Link: Enginesring and

e . }Pwﬁdty Judy Wilson (256) 777-0570 JudyOK@aol.com

|

® Contact U: |Golf Tournament Jeff Jones (256) 551-1968 (256) 503-4183 jeffrey.jones@tetratech.com
!Mau/uasetvef Deborah Walker (256) 895-1796 Debonh.D.Wallner@thI
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Step 2 : Customize Malware
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g malware.pdf - Adobe Reader i =10] x|
File Edt View Document Tools Window Help x

& - [1711 [ ® @ [er0% - [ l=f (] [[Fro ¥

ul

“25th’ Annual Huntsville Post SAME Golf Tournament
ENTRY RESERVED FOR FIRST 128 GOLFERS

Thursday, OCTOBER 6, 2011
Rain date: Friday October 7, 2011

SUNSET LANDING GOLF COURSE
(et the Huntsvilie International Airport)
To benefit the Huntsville Post SAME Scholarship Fund

1030 AM CHECK-iN & LUNCHEON
12:00 PM SHOTGUN START
POST TOURNAMENT AWARDS

Come out and join us for a four-person scrambie. The cost is $55 per person and includes green fees, cart, range
balls. lunch and after tournament awards. You do not have to be an SAME member to pay

HOW TO BE A SPONSOR

Tile Sponsor - $2,000, inciudes two, four person teams (cal or email Jef! Jones for addtonal details)
¢ Lunch Sponsor - $1.000, includes one, four person team (call or email Jeff Jones for additonal detars)
Susinesses may get a Team Sponsor Package for $500 Sponser a hole and get a four person team
{Save 570)
Raffle Prze Sponsor - $500

« Businesses may sponsor a ho'e for $350

« Donate Door Prizes or Awards for the Post Tournament Awards

Donate golf paraphemala or other company logo tems for the "good e bags”™

=‘o:se send payment and entry forms no later than ciose of business Monday, September 19, 2011, Car Jef
Jones (afrey jonssiitetratech com) at 2508-503-4183 or Phi Loftis at 258-217-2532 # you have any questons

TEAM CAPTAN
COMPANY
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Step 4 : Send Email

SOPHOS




SOPHOS A i

74%%
FAILS

W McAfee P

ANTI eVIRUS




SOPHOS AGK0 i i

Step 5 * Full Control
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SOPHBOS /j j%;v Command & Control m@ﬁﬁﬁgﬂ
ﬁ‘ )2 Server SR WA 2N
(Advance Threat) A_
L

E SHEF MR R
Advanced Persistent Threats (APTs)
are usually targeted at specific
industries, organizations, or even
individuals and may involve
significant research into personnel,
offices, IT practices, operations, and
much more to help gain a foot-hold

9

Targeted or not, the initial system
is usually infected by either:

* Visiting an infected website

* Opening an email attachment

* Plugging-in a USB stick

- —— - E—

s Y— Y.
R RRE R 3 ., — IIIIIII = S
The malware may attempt to steal g o — ——— .

e%%fﬁ%ﬁ@ﬁilﬁlﬁﬁﬁlﬁ

The infected system connects to the
command & control (C&C) server for
further instructions or to start passing
sensitive data

O vun

The malware may choose to remain
undetected and move slowly or it may
attempt to spread to other systems
by taking advantage of unpatched
vulnerabilities or using hijacked
credentials

# ®
. . . L] an S T — .- o .-
information from emails, documents, . L I Pl £ . ., 0
. L - - a a® - - ‘... .I -
Skype or IM conversations, or even . s % : et i, Tt e L
. . . . ® ‘r r‘ - a® - - 1-‘ L L -
webcams depending on it’s intentions - LI " : T,
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Congratulations

@ertificate of Tompletion

Hiploma

This certifies that

1 LY the bearer
4 2\
|/

i -~““4 is satisfactorily completed a Course of Study prescribed

by an accredited Institution of Learning
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Al 0 s s BBABSEBNMIGAN - Mess.. @ =’
TP | Message [ 0
Reply s Z ) &) '
X2 s F [[r]a §
=3 Reply Al ‘
%_ Delete B . Quick Move Tags Editing Zoom
@ Forward = Steps ~ v v v
Delete Respond Quick Steps 1% Zoom
— - MoneleS e B — ML e
From: unun Quniun@msa hinet.net> Sent: Tue 3/20/2012 12:56 PM
| To: iccoco£doh.gov. tw
‘ Cc
| Subject: %EAB@&%?RHHQ

‘ Attachments: #) 2 A ZF&I2METEr1¢ 5B . doc B4 KB)

» &P

» EBUBAE

(FIM BAE) Rk (GQ) HEIAE,
REEH (FEF) HEBLUWHAE, STFAEFESRY

TH. MmEE..... FEREE, KBEFEEESKE
BE5—N, REREER, EARHEERBYTRE

2

—B #&E

(¥&ET
ez (EEF) .

AQ/?O b ¥ £ afl

Al 9 O e« |5 pnc06-Mar-2012 - Message (HTML) o @

Message

m s latest_price06-Mar-2012.zip - ZIP archive, un v

Name

® ' yuztachzbkqg.exe

pX4

Rept : &
K Q= g & ||w w6 |
=@ Reply All
& - Delete | . Quick Move Tags Editing Zoom
L Forward = Steps ~ v v -

Def:tc | -e pond Quu(\ Steps i ____Zoom |
From: Sstarry.shoe <sstarry.shoe @gmail.com> Sent: Tue 3/6/2012 8:53 AM
To: SSTARRY
Cc
Subject: pric 06-Mar-2012
Attachments: glates!_pnteOG-Mar-ZOIZ.zlp {38 KB)

=
SSTARRY - X -
SSTARRY@MAIL2000.COM.TW
r \
=3 =]~ v
B latest_price06-Mar-2012.zip - WinRA... . = B &
File Commands Tools Favorites Options Help
Add BdractTo View Delete F
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- 1
A9 0 e oz SHNEE 06255 | olE N
"l.-:? ' Message & 0
& Reply o ol )
%‘ o % ! ol A d )‘3 \
\ "Rtmy All N— ;‘;
&_ : P.. Move Tags Editing Zoom
kg Forward = v :J B < .
Delete | Respond { Move __Zoom
From: i-mm;aﬂmmzz <cfshh@mal.t Sent: Thu 3/22/2012 5:34 PM

dvonocmotc qov r« vhdwenzcmoee gov
fc751115@nfa.gov. tw pytsai@rdec.gov. tw; &Rﬂaibnl
cwyen Bmoeaboe.gov.tw; tsungyl.pan@omal.com

Cc

Subject: SPHHAEE [ 101.03.22585818)

Attachments:  #)10103222557898 - IE 73R doc

K % .
AR, N .
HMEM.
AL
§iR
ol
TRBR MO BNA 8 L
maREnENAE

__ugmmmemem. Executive Yuan
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e

T

BFANCRARES - BR7TEARZERZE

FHEABHEREES BT ANOTERER T ARIBEARNSAYIRRER - ARSTANTRNER
#f2eClient - ERUEVBEZTHOMU T - eClient HATHBERN—ABEEL - HIMNEKIFHN
PEEL - TRRESZ2RAETRML - 2EBE7000EBAMMZETE - SF PR - M - T
B - Bk - PNBRE -

TERERZEWAZNRHBFERT - MERBASHEELS R 0MAREEHRE R RY - SRYED
Eg&ﬂﬁi!%ﬁ?ﬂﬁﬁ%ﬁ (eClient ) EWRIMEARENTR - BEETHRIGBENUETEBBEARE

EONRERLSWAZENIRIREE  AEFREINACEHAAN - LBeREREED - ZBES
igd - BRIPERCSHER - THREREESKSB220BESHERAcClientEREFIRFE
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TERERZZWLAZEERMEX - AREBHERERSERMAMNERNIASOCHD (BEFEEE - R
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TERERTENAZTABF ST BBACEEENBEF A0  AREERESTRERBS
FRER - BZERERAEAAERFAE - BRHNTSH -

BAZN - OBAEMSREENEERAR - FEIE "E7HE, ? REAEME ? DRNAOAERSH R
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o - EEER -+ TEHHBMEeClient#ife - TEABERBFANANRER
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Sony PictureE{4

+ 2014/11/24 B T GoP4H AR IE B _E Ay
WA/ AR ISR - B TR T (R

s RRER

© PR 1 G o
. EI{?I EEVei HackedgByF GOy

* N H B 25 %600 (1 —

We've already warned you, and this Is ]usﬁ'a b-ej [

We continue till our request be met. ~ :

We've obtained all your internal data Includll%ﬂ;your secrets aml top sea'ets
if you don’t obey us, we'll release data sho\yn below to the world

Determine what will you do till November the: 24th 11:00 PM(GMT).
Data Link :

—

https: //www SONY g lmm ——.El;h. s “IE"ata.zip

http:// dplime Tl e ot wems "™ Bata.zip

http://www.ntestas, S8 Bl a.zip .

http://www.th sscsseelps w0 = l‘[Data.zip
_http://moodie.mislss .J-I.—-hch com.br/SPEData.zip

SOPHOS




SOPHOS AGK0 i i

APT Events Sample

Host

Remote network

Advanced Threat Protect';n: Recent Events () ]
Total Events: 208 /
User/Host Threat Name Destination Events Origin
1 192.168.107.90 C2iGeneric-A tv.shipinjiandu.com 2 AFCd -
2 192.168.20.188 C2iGeneric-A down.395tian.com 1 AFCd --
3 192.168.20.188 C2iGeneric-A fip1 70685 host307 webh538.com 2 AFCd -
4 192.168.43.135 C2iGeneric-A click.leimg8.com 1 AFCd --
5 192.168.20.145 C2iGeneric-A iy ZHCKKK.com 1 AFCd -+
6 192.168.20.145 C2iGeneric-A Wi, g02apx.com a AFCd --
7 192.168.20.188 C2iGeneric-A WwwW.go2apx.com 5 AFCd -
8 192.168.20.188 C2iGeneric-A wintwy. ZXckkk.com a AFCd --
9 192168.20.145 forum.2Zgangstarr.com 2 AFCd -
10 192.168.20.188 C2iGeneric-A forum.l2gangstarr.com 2 AFCd --
IPS: HEERMME MRS G
=AaRH RS ERRZIER
IPS: HEEMMHEE o
=aEAHHIRSERRIEHE

NN N4 4
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APT Events Sample

Botnet downloading
additional malware

2014:03:03-00:29:56 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecureNet" sub="packetfilter" name="Packet dropped (AIP)" srcip="192. 168. 20, 188"
dstip="119.84. 119, 219" fwrule="63001" proto="6" threatname="C2/Generic-4" status="1" host="q.hrd4.con" url="/dt. asp?guangdohg. fylshan” action="drop"
2014:03:03-00:37:53 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecurelNet" sub="packetfilter" name="Packet dropp TP)" srecip="192. 168, 20, 188"
dstip="119.84. 119, 219" fwrule="63001" proto="6" threatname="C2/Generic-4" status="1" host="q.hrd4. con" url="/dt. asp?guangdong. fushan” action="drop"
2014:03:03-00:38:22 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecureNet" sub="packetfilter" name="Packet droppedV(ATP)" srcip="192. 168,20, 188"
dstip="223.6. 250, 180" fwrule="63001" proto="6" threatname="C2/Generic-4" status="1"|host="www.go2apx.com" url="/mv_110 5601.exe1 action="drop"
2014:03:03-00:54:52 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecureNet" sub="packetfilter” name="Packet dropped (ATP)" srcip="192. 168,20, 188"
dstip="119.84. 119, 218" fwrule="63001" proto="6" threatname="C2/Generic-A" status="1" host="q.hrd4.con" url="/dt. asp?yunnan. zhaotong. chuzhou” action="drop"
2014:03:03-00:55:17 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecureNet" sub="packetfilter” name="Packet dropped (ATP)" srcip="192. 168, 20. 188"
dstip="119. 84. 119, 218" fwrule="63001" proto="6" threatname="C2/Generic-A" status="1" host="q.hrd4.con" url="/dt. asp?yunnan. zhaotong. chuzhou” action="drop"
2014:03:03-00:55:23 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecurelNet” sub="packetfilter" name="Packet dropped (ATP)" srcip="192.168. 20, 188"
dstip="119.84. 119, 219" fwrule="63001" proto="6" threatname="C2/Generic-A" status="1" host="q.hrd4.con" url="/dt. asp?yunnan. zhaotong. chuzhou” action="drop"
2014:03:03-00:55:30 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecurelNet" sub="packetfilter" name="Packet dropped (ATP)" srcip="192. 168,20, 188"
dstip="119.84. 119, 219" fwrule="63001" proto="6" threatname="C2/Generic-4" status="1" host="q.hrd4.con" url="/dt. asp?yunnan. zhaotong. chuzhou” action="drop"
2014:03:03-00:56:40 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecurelNet” sub="packetfilter” name="Packet dropped (ATP)" srcip="192. 168,20, 188"
dstip="119.84. 119, 219" fwrule="63001" proto="6" threatname="C2/Generic-4" status="1" host="q.hr44.con" url="/dt. asp?yunnan. zhaotong. chuzhou” action="drop”
2014:03:03-00:57:01 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecureNet" sub="packetfilter” name="Packet dropped (ATP)" srcip="192. 168, 20. 188"
dstip="119.84. 119,219" fwrule="63001" proto="6" threatname="C2/Generic-4" status="1" host="q.hrd4.con" url="/dt. asp?yurnan. zhaotong. chuzhou" action="drop"
2014:03:03-00:57:08 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecureNet" sub="packetfilter” name="Packet dropped (ATP)" srcip="192. 168, 20. 188"
dstip="119.84. 119, 218" fwrule="63001" proto="6" threatname="C2/Generic-A" status="1" host="q.hrd4.con" url="/dt. asp?yunnan. zhaotong. chuzhou” action="drop"
2014:03:03-00:57:13 testDevice afcd[25628]: 1d="2022" severity="warn" sys="SecureNet” sub="packetfilter” name="Packet dropped (ATP)" srcip="192. 168.20. 188"
dstip="119.84. 119, 218" fwrule="63001" proto="6" threatname="C2/Generic-4" status="1" host="q.hrd4.con" url="/dt. asp?yunnan. zhaotong. chuzhou” action="drop"
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