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Whale Phishing Browser help object
Security Risk Code Red
0-day attacks
malicious macro program ) | | S 5L R
prog Apply delta file to hub LISty
segmented definitions
application filtering from firewall Botherder or Botmaster

201 ke

JEI B r"?ﬂ
Attacking the vulnerabilities of a computer gﬁj\ =

Unauthorized act of bypassing the security mechanisms

iFrame attack L . e
protecting identified vulnerabilities in software code.

patch strategy
installation and code execution done without end-user consent or knowledge

Zero Day Threat

) ] ) stealing and assuming another person’s identity
Generic exploit blocking hijacking a Web site’s domain nal _
Marco Virus WebAuth and wcip  Drive-by-Download g
Malicious Code
S User mode rootkits intercept system calls -
Polymorphic Virus Keystroke logger
Stealth Virus Snoopware Submission of samples for collection and analysis

Travckware P — 3
34 )
Tk e ) )FJ = ¢z él‘ﬁ“
Minimize the impact of vulnerabilities Blacklist Security Alert  heuristic problem-solving techniques -
AntiVirus Phishing sites use “zombie” networks of hijacked computers Meli Firewall Sending emails with a virus attached
elissa

T . o L . On-demand file system scanning
distinguish behaviors of legitimate applications from malicious ones

comprehensive security solution that in : "
Browser plug-in vulnerability

des a layered approach

Spyware DeepSight

Adware Trojan

~ Hoax
?,E'I' 1=

Global Intelligence Network

SEARIA L2 52
M ET[L%UF\[
Behavioral Malware Detection

real-time two-way traffic analysis

signature-based protection
access over the Internet from another compute

propagating by multiple methods, attacking from multiple points, spreading rapidly

Variants Device protection
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Security Warning

Ed

Do you want to inztall and run "[after accepting our
aqreementz] PrecigsionTime/D atebd anager, free 10 second
GalM ad-supported dovwnloads that display (i exact
time/date, and [i] GAIM-branded ads selected bazed on
webszites you view? Click here to read our agreements.
Click res to accept” signed on 10/20/2003 1218 P
and diztrbuted by:

The Gator Corporation

Publizher authenticity venfied by YenSign Clasz 3 Code
Signing 2001-4 Cé

Caution: The Gator Corporation aszertz that thiz content iz
zafe. You zhould only install/view thiz content if you bust
The Gator Corporation to make that assertion.

More Info |
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— Windows OS - Internet Explorer ~ Office...
— WWW -~ FTP ~ SMTP...
— MS SQL ~ MySQL...
G
_ 'ﬁfjgljﬁﬁﬁﬁﬂ‘i{rﬁ?
-
o HpPEE
— SQL Injection
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