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is the new strain a mow dangerous threat?
" B

B SR KB EZEAS
CryptoWalli&{EZ|
4.0hR - E&{EHE -
EE AN !
CryptoWall 4.0/NZ 89 A~ 542

EEHREPNRN  EZE
ME T RE R - ILRaES

REMBEMNHER
O

PO ] et e W b Vs S

IR FEEEE

CryptoWall 328i&
Rk3.25{E=Tif5%
"’"'“CryptoWaIl?Eﬂ = A

nuﬁi:t_a?(’a =K ]’NJ
of[F th & RHI?J SFRAE

ERASERIE

Check Point3%38
BRI ITABCAC
BYEhFRERES

Check PointEA S AT ZTAED

FRUFRERIRIR » BEERHTETE
EC&CEIARSEAIAREE FINE

RMBEN KT | S HENASHE
BEREFLA BEEK IS - BIEE
i P e
G ERERRETHE DY K

BERIZR : http://www.ithome.com.tw/tags/%E5%8B%92%E7%B4%A2%E8%BB%IF%EI%AB%94
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S WEBRBEHERE(1/8)

e 19894 AIDS Trojan

— 45

/N [= =7, 8o = 18 = 31 B | have been elected to inform you that throughout your process of 8
> 1§ﬁﬁ %E-ﬂ: H:H” B/% HZ’L\'\ ’%\$35be£§ Eﬁ 3 collecting and executing files, you have accdientally WHUCKD @
8 yourself over: again, that’s PHUCKED yourself over. No, it cannot 8

T;%%90:)\'/[§ U H%‘ EEH W E/(J ﬁ*ﬁl—%&ﬁ‘%; 2 be: YES, it CAN be, a Jiviis has infected your system. Now what do &

8 you have to say about that? HAHAHAHA. Have SHUN with this one and 8

renenenber, there is N0 cure for B

T ABE VIR P RAINE
—BUE R I0
> F R4 ER A (Floppy Disk)#E1TRUE
S IIEYskat

> ERB AN EAS ERERIRFE -
T RERE R B

ERRIR : https://www.knowbe4.com/aids-trojan
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e 20135 CryptoLocker

— tl:% 1 %Sl B Cryptolocker

>R EZBINED - Wk
ETHAE - BXE—EH
BRA - PIEEH 8 (BitCoin)#E
TR SRIERARIIE
E/J ¢EE IS % :‘_\\ ;£ ﬁq: 2:%_{ Any attempt to remove or damage this software will lead to the immediate
Private key w:‘ll hﬁ destroyed on destruction of the private key by server,
_EIE T Ton0m

Time left

» LlGameOver Zeus Trojan 42:28: 44

ZARGEINERE

. I EVSEY
>1§ﬁﬁ%l//{tbtl%mg( ItCoin)?E BRIAE -

/= f— % ,:L',-—‘—- 7 3 http://www.enigmasoftware.com/cryptolockerrans

Your important fles encryption produced on this computer: photos, videos,
documents, etc, Here is a complete fist of encrypted files, and you can personally verify
this.,

computer, To decrypt the files you need to obtain the plmte key.

The single copy of the private key, which wil alow you to decrypt the flies, located
on a secret server on the Internet; the server wil destroy the key after a time
spedified in this window, After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD / 300 EUR / similar amournt in anather currency,

Click «ext» to select the method of payment,
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e 20145 SynolLocker

— 45

SynoLocker™

Automated Decryption Service

All important files on this NAS have been encrypted using strong cryptography

Z ADSM EE T ERS - ?Efx"*?ﬂﬁr

CARNE - BENETERER
>CPU ERERERBMS 52
“synosync” TEFIETEET
—BE T
> M AHEMA DSM &2
R

>EFTAHARELIRN AR - T
%’9350%77:5%1%% - A BERFNAS
BERANIERETREER

(B ENE

List of encrypted files avallable here.

Follow these simple steps f files recovery is needed:

1, Download and install Tor Browser.

2, Open Tor Browser and visit http://cypherxffttrZhho,onion. This fink works only with the Tor Browser.
3, Login with your identification code to get further instructions on how to get a decryption key.

4, Your [dentlfication code Is 19PYBCFKTUoR8PMhhoB8MA4gwCPAPXUL3Xr (also visible here).

5. Follow the instructions on the decryption page once a valid decryption key has been acquired.

Technical details about the encryption process:

+ Aunique RSA-2048 keypalr Is generated on a remote server and linked to this system,

+ The RSA-2048 public key is sent to this system while the private key stays in the remote server database,

+ Arandom 256:bit key Is generated on this system when a new file needs to be encrypted.

o This 256-bit key is then used to encrypt the file with AES-256 CBC symmetric cipher.

o The 256-it key Is then encrypted with the RSA-2048 public key.

o The resulting encrypted 256:bit key is then stored in the encrypted file and purged from system memory.

+ The original unencrypted file is then overwrited with random bits before being deleted from the hard drive,

+ The encrypted fileIs renamed to the orlginal filename.

o To decrypt the file, the software needs the RSA-2048 private key attributed to this system from the remote server,

ERIHR © http://www.ithome.com.tw/news/89918
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e 2014 TorrentLocker (fake
CryptolLocker)
1]
>IKFEES  BEIEEHR
>HEEREMREENENER  EEXZE
FiE - W MR ERBE
> Al B P AZ NG S AR TR S R = E AR R
—BES T
> BRI IZEFFHHPRIMIEE
BEREAR
~BEAT
> DUEE45 8 (BitCoin) T/

)

1T

ESA

V) el eceer

WARNING
We have encrypted your files with CryptoLocker virus

Caustion: Rameving of Crptatocker will 00t rstore acoess 5 your encnted Tles. ™he ooy wary to save you

Click here to buy decryption
software

QOur website should also be accessible from one of these links:

Frequently Asked Questions

QREIESEED

E

BERIZE © http://botcrawl.com/torrentlocker-virus-removal/

14



ICST

o IIEEZEZESETHTET - BTorrentLocker=
- B

2 ) 31 6 1 BRI
FEELLAIAZIL.5%

BB

o<~/

TorrentLocker EEER—-HR

arEe 180=

wmF 1,683

#0 1,777=
=8 2,287=

#E 2,329

#% 3,420
#AF 4,576=
FOHAH ¢ ESET - 20142128

ERRIR : http://www.ithome.com.tw/news/93217

G | e ReIsmERE(6/8)

At 8 1

QREIESEED

N

%R EBEHAZ1.5%

FE 45 ESET - 2014F12H

EApE=. L b
STOA (1.44%)

T ENE
20, (0.05%)
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o 20145CryptoWall 3.0 e e D
— e et e
> REERRS - BRIESE e
> EEERSREHRUAT B0 D
SR - W NMENEEREE
> Al B P % I AR TEED S E MR EE | [ o o v e s
g i
> BEABREFEFNET FEIAR
ISk
> FBRWNTORBIMIBIE UL | =
% (BitCoin) #E{T{J R 2 e

BEREIR :
http://itpro.nikkeibp.co.jp/atclact/active/15/030500023
/030500001/7?SS=imgviewsuccess&FD=12742234801 6
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o BB RARINSERIMET - B CryptoWall 3.0
By jax B2 AV it & 2 BN A AR - HXRZIEEFEUN

e Australia/New Zealand 50.38%

» North America 24.18%
e Europe 14.27%
e Middle East/Africa 5.88%
® Asia 453%
® South America 0.76%

ERRIR : http://blog.trendmicro.com.tw/?p=11837
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G | RIRWHEE R M(GNSS)

o ZIKE M B E £ 4t (Global Navigation Satellite
Systems, GNSS) T K1z i &
—EREIKEMUZ4(Global Positioning System, GPS)
—HZEATIR R MHT 248 ( GLObal NAvigation Satellite

System, GLONASS)
~ERERMIANIES E £ 4 ( Galileo )
~APEAESHEE2E M 24t (Beidou/Compass ,BDS)
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e Beidou Satellite Navigation System (BDS) - oF
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7t - SRIRIERVARTS

~FEEURRAFEHZIMERIFILE - ETENBR -
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I EESMAFREEEN - EM - BERS - 2R
PR 75 A 1% 12 AR 55 M A8 75 =4

ICST

|I|n|

23



o KIER
REEERAESEEORL - UE B - ERME
R (EBRERR120EET - EARIIEET)UR
EN il
o FMARTS
- RBIBHEL - E - BRI - EAREL0K - AR
HIZ0.2:t/1 - I HEE10ns

24



~ [ RERfER])
G [543
o IR

KA FHHEEETEURS - EUARInAFREREWEEIEZER
"BIREN
~ENHEREHEFELB/BMMER L - RlnFHICatfEAER

® Mg\) = VEijZ

I

—JKAEN  BEAaE - R\|EEH - @IHs - REKE AT
ZEERE - ANMRESZSHE

o IR0
—FENSmIHE (RETESE ) - RMBEFIETIE

25



SN O QREIESEED

—_— JIIL

o HMIRIE
~KZEEMn ( Space Segment )
>S5 e EFHENMIOFEIFF LN BFHEHMN
~IEZEHIENMD ( Control Segment )
> EE AT ME L BIEETEL ~ A LLMEDS RIS
~-AFImE8n ( User Segment )
> EcEEEFEWRNERE - BEMEEEMAREHSNR N
~IRAEREN - EGPSZ#mHEM - WL —RFER
o & FHTHIY

—[EdE3—5% - EBINEERR
o I
AN RS HEERARETRE -




G [LiEESMAARRAR

OiJSJr—?'F%

- FAPFETHEM  BEEINRRERE

~TFEUHRE#HSFLBEMEIZESIFL - OJEEHEEEN

- BEOEHNWIEEIIEE - oJOieEAPRIGPSIZET 38 <&
5<(e.0.580% - BEHER - LEPEBWE..)

~Eflm AP RPERMR - JEEEREBRBRIIEE
o 1531 5f
~-BEOEMUWEIIEE - oIiEE R FPRGPSENZRER
miE< - SR EBAZN®E - BostHEEANTETE
EEU

27



S|P E RSN
o NIFANBE AL R FEITEHZ LM
o NEEX I BESMAFNER

o BAGEFERMA  FHVRFEAZHRZERT
EZEREL BRI B AR

ml - A PEBIBEBREEMNRETARKIERS
o NERFEEEFTHEa T AR

28



QREIESEED

S|

NFCFERZEREZEEER

29



I

A}

5

& [NFCEEEEETES;

e HEICF

- 5.

>EREE BB EREE - oJBEEE

>RIEGHEER

E{EZMNEMR:E  MHEARBRERE  BEN2E52EE?
o TEIXMY

~RIRTEURZ

- HEERR(NENE - RIEZNTM)

%%E‘ AFHARETIINFCIIsE=E

CEZiaa
>¥T§EB§E%T’%%

NFC FRERFRK 7 - B2 1550057

QREIESEED

30



QREIESEED

G | aEb Rt AR B (NFC)

o JTEEBEMAR B - B —1EFTIEEEN S IE AR B
F il

o NHEFEREE VEHETIFERINMEMmERHE
5 T T ADTARBEER

o NFCH g EHIFEE AT BY 3R All ( RFID ) /&E%E
A - HEWZRFID K G ER i

BRIRIR © https://zh.wikipedia.org/wiki/%E8%BF%91%E5%A0%B4%E9%80%9A%E8%A8%8A
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,n\,a?%j*ﬁﬁﬂh"t(Radlo Frequency Identification - RFID) -
fE AR a2 - BRI AR S AT ok sk Al 2 BV B AR EEEUE

o {RENT
—RBANEMEEBER - FEHENERZI LS HRIESES - L
EIf=E = %ﬁf@ﬁ’\])ﬁﬁ%ﬂ%ﬁﬂ%?ﬂgﬁk‘mﬁ
E— Y < A

Modulated response

. E_ ?ﬁ Ej] _C RFID reader |
—BIERIEE L - 27— %$ﬂﬁﬂ 1@ ANEHE R SR A TR

o THIT
_EEARBSEEANIEREHIEZS  FEEHNANPEENGIEEE

2B s -

ERIZRIR © https://zh.wikipedia.org/wiki/%E5%B0%84%E9%A2%91%EB%AF%86%E5%88%AB
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e Type B (ISO/IEC 14443 Type B)EIBRIE %
“Tag Information” 150 144438

— ,\\Ef?Type BIRZEFRE RAIS R | mass | RTOPEHOR

4 PCDtoPICC: {7t #&E # £ ANRZ

® ISO/IEC /816-4 |3,—,—\T E Code : ERFEH A HASK 10%

8
BT A, & PICC to PCD: {i 7.3 # £ ANRZ

= uepassport (M RTD)” Cjode ; 588 & S ABPSK 2

ik T SRR T ARNER

BERE 106K Bps
REE Motorolal &£ 8), NEC

B FEE
LG REED
2ERAAART
#F

BERIZE : https://zh.wikipedia.org/wiki/ISO/IEC_14443 '
http://www.iso.org/iso/catalogue_detail.htm?csnumber=54550
http://staffweb.ncnu.edu.tw/hychien/course/RFID_introduction.pdf
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& [EBERAREEN

o fEFX#ENFC Tag ZReader:&
NrARER

~NFCE2—1ExaE SRRV AR B
fii - £13.56MHZz5E =3

Type B (ISO/IEC 14443 Type B)
B0
éj\ LDIZE %ﬁ W ISO/IEC 14443-4 Smart Card

ISO/IEC 7816-4

ePassport MRTDJ

BRIRIR : https://zh.wikipedia.org/wiki/%E8%BF%91%E5%A0%B4%E9%80%9A%E8%A8%SA
https://play.google.com/store/apps/details?id=at.mroland.android.apps.nfctaginfo&hl=zh_TW
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G |BTREL-HWARKHE:

o 5FISO/IEC 7816-4 EF:Hi b~ (ePassport)&
ZhERIRE - EEloBEBELHALMER

TR |
—Access Key(Key A - Key B) K

a Key B
— & MEFERAE (Passport Number)
- EFHH o
IS necce to generate the key for access to
D\ "'7% 1':'1,' able travel documents (ePassport
N H/_J %U HH E Pas[sport number

1-15

ITI\

Date of birth

=¥ Access Key B &l —AZENE F HIIER l

ERMIR : https://en.wikipedia.org/wiki/MIFARE
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ESS

5 A I0 - BIoJERiE

HEl3

: ePassport (MRTD)

QREIESEED

III'

=p(a5e

Basic Access Control (BAC) is enabled.

Document type
CT

Document number
158 801

Full name

S

Other name

CHANG N

Other name
|

Date of birth
NF-El-LP

Nationality
AAB

lmage type not supported
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o T EIEN
e o 601
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— AR5 18 (Service Code)
—fmm A REEEE (ICVY,

Integrated Chip Card
Verification Value)

B RIRTELEZ T 1 ZEall
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e Bank Card Reader 3

— SRR

_ERER
RB8R88 (

A

BRI 7T VAL -
FARRENR 5 EHl)

GEIES G i B Rl e
EINENE

Banking Card Reader

2RO © = g 755 16:21

CARD DETAIL TRANSACTIONS

Card Representation

Bank

T X B
e WD\ /15

Extended card details

Card AID: AOOQ0000031010
Application : VISA CREDIT

Card type: VISA

Pin try left: -1 Time(s)

& Help us to improve this app, donate ! p
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