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MVM (MPLS VPN Manager )

NTA (Network Traffic Analyzer)
UBA (User behavior auditor )

WSM (Wireless Service Manager )
QoS (Quality of Service Manager)
EAD (Endpoint Admission Defense)

UAM (User Access Manager )

IMC =
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The Intelligent Management Center (iMC) is the new generation network operations and
management platform of HP. It is designed to help network administrators manage
applications, resources, and users on a unified platform with ease.

Operat
Designed as an open semice-oriented architecture (SOA) and adopting a modular structure, pRIE

iMC allows customers to pick up functional components as needed from a component pool
to create business-specific solutions and implement end-to-end management. This helps Password
network administrators handle management tasks efficiently with ease in increasingly
complex network environments.

pctvate

@ http :/www.hp.com
Copyright © 2010 Hewlett-Packard Development Company, L P. and its licens ors.

BGIC Information Co., Ltd
page 8




by THEFEA)

ltem Requirement Remarks
Windows
Windows Server 2003 32bil Service Pack 2 is required.
Windows Server 2003 &4bit Service Pack 2 (64 bit) and KB942288 are required.
Windows Server 2003 R2 32bit Service Pack 2 is required.
Windows Server 2003 R2 d4bit Service Pack 2 (64 bit) and KB942288 are required.
Windows Server 2008 32bit Service Pack 2 is required.
Operaing Service Pack 2 (64 bil) is required. This operating
system Windows Server 2008 &4bit system does not suppert the embedded datobase
shipped with iMC.
Windows Server 2008 R2 32bit None
|Windows Server 2008 R2 64bi None
Windows XP Service Pack 3 is required for Windows XP.
Windows 7 None

BGIC Information Co., Ltd
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= Database

SQIL Server 2005
SQL Server 2008
Database SQL Server 2008 R2

Service Pack 3 is required for SQL Server 2005.
Service Pack 1 is required tor SQL Server 2008.

SGIL Server 2008 R2 Express Only for Standaord edition.

MySQL MNane

= NET Framework 2.0
IIS Service(SQL ServerZ:352E7K)
%+ < 2 P IMC Installation Guide(iMC PLAT 5.1

(E0101)).pdf

BGIC Information Co., Ltd
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| Tl $n TITD AN T b 11 i TITL e A

Checking installation parameters

Database Type:

— Instance Warne: IDefault Instance
Checkmg msth:

Start checkin

Supermser: Is&

Passwond: |

Checking pol
Passed Database Location. Iloca.l host

Checking ph1  Database Server Address: Ilﬂ? 001
Passed

Listening Port: |1,133

Checking dat
iy Installation Location: [cBrogram Flesitic |

Checking dat Data File Location: IC AProgram Filestimedata L;

mE1 HTTP Port: |pos0
HTTPS Port: |8443

- I Cancel I
HP WG Tnstallaticn Wized
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Installing
Installing. Please wait. ..

The wizaxd is installing the components.

The ingtallation will take & while, The time needed dependson the size of the components.
Iate that the dMC isnot ready for v right after installation. Yowneed 1o proceed with MC
platfornm and components deployment.

TWhen the tnstallation is complete, the wizand veill zuide vou theough the component
deployiment.

The HP iMC supports distributed deployment. On the 4C Web-basd management interface,
you can select System = Component Deplovinent 1o deploy specified components on other
conputers for load shaving, This brings more efficiency to the HP M C.

Installing common components...

NENNNNNNR NN NN NN NNNENNENNNEEERRNEEED
Total Deployment Pro gress

HE (€ Tnetallaticn Wizand

¢ Barlk | et = (Zanrel

B formation Co., Ltd
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F

Choose Target Folder
Please check the mnstalled components and tarzet foldex.

Readyr 1o install the following components. Do you wish to continue?

Component Name Compone... Install Type
MC Platform - Resource Manager 320-R2606 |About to Install -
{MC Platform - ACL Manager 2.20-R2606 |About 1o Install
MC Platform - NE Manager 320-R2606 |[Aboutto Install
M C Platform - Dats, Analysie Manager 3.20-R2606 |Aboutto [nstall
(M C Platform - Data Analyzer 320-R2606 |About 1o Install

MC Platform - Guest Access Manager 3.20-R2606 |Aboutto Install
{MC Platform - Inteligent Configuration C... |3.20-R2606 |About to [nstall
MC Platform - Network Asset Management |3.20-R2606 |About 1o [nstall

1 C Platform - Alarm banager 3.20-R2606 |Lboutto Install

iMC Platform - Performance Manager 320-R2606 |Abontto [nstall

it C Platform - Report Manager 3.20-R2606 |About 1o Install

MC Platform - Securtty Control Center 3.20-R2606 |4boutto [nstall ;]
Diisk space required for this mstallation 1= 429944 KB.

Free disk space 1 5508206 KE.

Installation Location| |Dl\ngIam Files\ibMC Browss. .. I

< Back | Next = I Cancel I

HE2E A Tnstallaticn Wizard
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Installation Suruniary
Check the following information first, and then click Install to staxt the installation.

Narne: iIMC Platform - Syslog Manager

Descnption: Collects, filters, and analyzes syslog ressages of devices and generates
alarms.

Version: 3. 20-R2606

Disk Space Required: 1742 KB

Narne: IMC Platform - YLAN Manager
Description: Wanages VLAN resources.
WVersion: 3.20-B2606

Disk Space Reguired: 2605 KB

Installation Info

[nstallation Location: D \Program FilesulvIC
Disk Space Required: 420050 KB

Free Disk Space: 10176262 KB

H2C AT Instedlation Wizsrd

page 15
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55 Intelligent Deployment Monitoring Agent
Moniwrl Pmc.... Tenlase | Bl

:,: Batch deploy

o MCFeth  Baych deploy
o iMCPlath Selected components will be deploved i localhost.

=101 %

2<'ltplO).ﬂ'mmt 1P |

o MC Plath
59 iMC Plath
MG Plath
) MC Flatf
 MC Plath
4 MC Plath
) MC Plath
MG Plath
2 iMC Plath
i IMC Plath
4 MC Plath
A MC Plath

Other components can be deployed. distabutedly acconding to need.

[V T FIRMOI - Dats LTIAlVEIE FIanageT
V¥ iMC Platform -
[V {MC Platform -
[V MC Platform -
[ 4C Platform -
v MC Platform -
[v T Platform -
v MC Platform -
[V MC Platform -
[V MC Flatform -
[V MC Platform -

Data Analyzer

Guest Aecess Manager
Performance Manager

Network Asset Management
ACL Manager

[ntelligent Configuration Center
NE Manager

Report Manager

Security Control Centex

v M Platiarm -

VLA Mansgsi

0K I Cancel |

Select a component, and activate the popup menu.

page 16
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E_m =t x|
H3C iMC Deployment Wizard x|
i |
b Configure Web Service Pont :I
d The H3C 1MC provides Web-based management mtexface.
r Pleas= type the port number used by the Web service. ||
o =
| & HTTP Poxt: |8EISEI o
d
W HTTPS Port: I3443 =
L |
o _1
o l
| o u
o |
d 1
o |
| o l
H2E ME Deployment Wizard

page 17
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Momhor] Frocess Deplo).r I Enwmnmentl

=1c]

I Component Waime I Deseription Version Status I Deployment L.

4 iMC Platform - Resource Manager Manages network resources such asrou... 3 20-R2606 Deploved  Primaryr Server
& 1MC Platform - Alaen Manager Monitors and troubleshoots network fa... 3 20-R2606 Deploved  Primary Sexver
&0 iMC Platforn - Data Analysis Manager Manages Data Analysis projects and tas... 3.20-R2608 Deploved  Primary Server
5 iMC Flatform - Data Analyzer Extracts, transforme & loads data betwe .. 3.20-R2606 Deployved  Primary Server
4 1MC Platform - Guest Access Manager IManages 2uest accounts. 3 20-R2606 Deployed  Primary Server
4 MC Platform - Peformanc ﬁl Deployed  Primary Server
2 iMC Platform - Network & Bagch deplow succesded. Deployved  Primacy Server
2 iMC Flatform - ACL Mana,  proceed with Deployved  Frimary Server
4 1MC Platform - Intelligent ¢ [V StartiMC Server now Deploved  Primary Sexver
4 1MC Platform - NE Manage Deploved  Primary Server
4 iMC Platforn - Report Ma Deplayed  Primary Server
4 iMC Flatform - Security Cc Deploved  Primary Server
4 1MC Platform - Svslog Mar Deploved  Primary Sexver
4 MC Platform - VLAN Mar = Deployved  Primary Sexver
50 AMC Platform - Data Analyzer Estractsy, transforms & loads data betwe .. 3 20-R2606 Undeploved

Select & component, and activate the popup menu.
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5;' Intelligent Deployment Monitoring A zent 7

31| Process | Deploy | Environment |

soridc | @ swpiMC |
[ Automatically staxt the services when the OF stards.

TotlSpace®E) | Usd Space(®B) |

Free Space(KB)

Usage

pocc]
=
rEm=
=
foue]
| o
o=
=)
fa——l
e
4

Click Shop'; o stop &llpro-:emes

52,724,348 72,962,397

18,361,256

64.91%
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. Intelhgent Deployment Monitoring Agent ) = |D|ﬁ]

| Swts |  Location | cPu(m | MEMEB) | Start Time Type | Startup M...|
dbinan exe Started Local Host 1,924 2013-05-11 17:19:49 Manageable .. Auto =
hitpd e Started Local Host 6,252 2013-05-11 17:19:58  Manageable .. Auto

tmeacldm exe Started Local Host 6,504 2013-05-11 17:19:55 Manageable ... Auto
mwccfgbakdmexe  Starded Local Host 6,216 2013-05-11 17:19:55 Manageabls ... Auto
imcomdmerdmexe  Started Local Host 6,948 2013-05-11 17:19:54 Manageable ... Autn

i tanltdm.e e Started Local Host 11,636 2013-05-11 17:19:54  Manageabls .. Auts

imcicedn exe Started Local Host 5,708 2013-05-11 17:19:55  Manageable .. Auto
tmeinventorydm exe  Starded Local Host 7,748 2013-05-11 17:19:56 Manageable ... Auto
nciobmgdmexs  Started Local Host 6,168 2013-05-11 17:19:54  Manageable .. Auto
imclZtopodm exe Started Local Host 10,276 2013-05-11 17:19:54 Manageable ... Aunto
mmenetesdm.exe Staxted Local Host 12,268 2012-05-11 17:19.54 Manageable ... Auto
imcperfdm exe Started Local Host 12,464 2013-05-11 17:19:55 Manageable ... Auto
imesyelogdm exe Started Local Host 7,208 2013-05-11 17:19:56 Manageable ... Auto
imcupzdmexe Started Local Host 0,268 2013-05-11 17:19:55 Manageabls ... Auto
imevlandm.exe Started Local Host 7856 2013-05-11 17:19:56 Manageable ... Auto —
neynmd.m.e s Staxted Local Host 10,804 2012-05-11 17:19:.57 Manageable ... Auto

imew landm exe Started Local Host 15,856 2013-05-11 17:19:57 Manageable ... Auto
imewlanperfdiexe  Started Local Host 0,22002013-05-11 17:19:58  Manageable .. Aunta

1mg exe Started Local Host 3,8002013-05-11 17:1949  Come Process  Auto
titpeerver.exe Started Local Host 4,306 2013-05-12 06:48:20 Manageable .. Auto

VANLERE Staxted Local Host 2,4602013-05-11 17:19:58 Manageable ... Auto LI

100000000000 0000000000

Co., Ltd
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Include Desktops Data

Status Snapshot

View Snapshot
@ -’ Crtical Unman
Routers[0] Sarvers[0] Others[0] 0] |L29¢d[0]
Unknow|
<~ N L
- \[Normal
Swilches[3] Desklops[16 "]

Warning
[0]

{Minor)

Majorz]—

@ Unmanagad @ Unknown @ Naormal « Warning

Minor @ Major @ Critical
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Device Group List
| Add || Refrash | WHAI Devices g@gUngrouped Devices
Total ltems: 2.
e T [ 74
BGIC
Jinet .;._g (;;f x
User Group List
I Add H Refresh ‘ ‘Ajl Users §Ungrouped Users
Total ltems: 2.
L o
THZH
EIRER e D @ *
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Select Auto Discovery Mode Latest Result

@ Routing-Based

The system automatically searches for manageable network devices based on the routing table
() ARP-Hasean

The system automatically searches for manageable network devicas basad on the ARP 1able

IPSec VPN-Based

The system automatically searches for manageable network devices by IPSec VPN.

() Network Segment-Based

Auto discovery by IP address segment only requires the address range ofthe target network seament. Seed IP is not needed.

" . - . s CONLE
1071001000 Bzs2-T

NE
RING) | NULL
| |

! - {
002407 50802 | 56 b ’@ 2

BPS input = - 4. EOU 24
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% Resource »> Custom View >> BGIC Core @Help
Subview/Device List (@Add Subview
I Add | | Remove || Manage | | Unmanage H Synchronize | [ Refresh || More... | (@View Topoiogy
1-6 of 6. Page 10f1. Items per Page:& 15 [50] 100 200
I T T S T i 2

] @Nomal 172.16.2.6(172.16.25) Desklops ICMP 172.16.2.6 =g ®

[F] @Nomal 172.16.2.8(172.16.2.3) Desktops ICMP 172.16.2.8 = ® ~

[[] @ Nommal BGIC-Core(17216.3.254) Switches H3C 85100-26C-El 172.16.3.254 Interface List E ® v

[F] @Nommal ERP(172.16.2.12) Dasktops ICMP 172.16.2.12 g ® ~

[F] @Nomal FILESRY(172 15.211) Dasktops ICMP 17216211 =g ® ”»

[F] @Normal JJNET Core Switch(192.168.1.250) Switches H3C 85100-50C-ElI 192.168.1.250 Interface List F b 4

BGIC Information Co., Ltd
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71 §% Network Topology View
G
7 =g Custom View
3¢ IP Topology2i
-2 Data Cenier Topology
¥ Atlack Topology

4
L

Network Topology. . (5] | My Network View [x] ]

Q b

1 ?2}6‘2.8

I8

17216.26

”»

BOIC_RICK

Fn§;mf =

—
BGIC-Corg

.
EGIG|{Edye

MNET_Care_Swiich

i

172.16.3115
9

172.16.3.123

JON-MEB

172.
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N]
17216126
D #721623
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@

B (; Fc
FII§3RV : 172. %[31 2563
S! ~_BGIC-COE) @_
ERP . S 172.16.2.3
.
N =T o JOY-NB
«®. BGIC-Edge
172.16.2.8 _ Q)
, .
S ADEGIC
<
Q 172.16.2.13
%
1721626 : > N
: ~
JINET_Core_Switch D 172.16.3.127
: &
172.16.3.76
N
SCAN
Ql. y 172. Device Label 172.16.3.115
ANT-PC ; IP Address 172.16.3.115
.g'_ le Device Status Normal
BGIC_RICK  17216.3123 Unrecovered Alarms  Critical 0,Major 0,Miner 0,Warning 0

BGIC Information Co., Ltd
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192.168.1.250 - [sste rlnce:Gigabatt thernet1/0/38] - Today (Orgeal Value) Performance Monitor
90020 Monitor Index
500 000 | Average CPU Utilization in Lasi One Hour - [CPU Frame:1 Slot 0 SubSlot:0] 16.000% M8
,, oD M Average Memary Utlizatlon In Lagt One Hour - [Memory:Frame:1 Siot0 51181% mmm—
W i SubSlot0]
% 200 020 | [
% noer oo Average Unreachability Today 0.000%
00 000 Average Responze Time in Last One Hour 32.500ms &
0000

0L0 0200 O400 COC0 D300 WO0 1200 €0 1600 1800 W00 2200 Q00

JINET_Core_Saitch(192 168 1 250)IntTace Transmitting Raz|menace:GlgabEMermen A¥33) Mac 586830 Min:|

— JNET_Cors_Switch(132 168.1 250lintsrface Recating Rats)rteface:GlgabtEternat] (0/35) Max 0 000 Mn0 001

192.168.1.250-{isterface-Gigabitithernet1/0/29) - Today (Originad Value) 152.168.1.250-- [mterioce:GigabitEthermet1/0/35] - Today (Orginel Vakue)
202,000
250000 000
600,000
200000 000
400.000
n »
" L8} 150000 000
& 300000 g ” | g
£ “ 100000000 |
200,000 A
100,000 0000 090
— — 0000 —— v
CODD (200 D400 0800 CBCO 1000 1200 1400 1800 1800 00 2200 000D 0000 0200 0400 OEOD OROD 100D 1200 1400 1600 1800 2000 0050
JINET_Core_Swieh(132.168.1 250)Inteirace Transmitling RatejrtzMace:GigabiEhamatiN2g] Max 585 880 Min JNET_Core_Swrich(192 168.1 250)Imarfaca Transmitting Rats[marface:GigabitEthemst! V35) Max 264264 263
— JUNET_Cora_Swichi182.168.1.250Inteilace Recalving Rate aca OigaiEthermst! V28] Ma::0.000 Min:0. ~—JJNET_Core_Swilch(192 160.1 250)imarrace Receivng Ratz|interface GigabiEmerne11/0/35) Max0 214 Min:0.000
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User List
|| roouser |[Deieteuser | i users Gungrouped Users
1-2 of 2. Page 10f 1. [tems per Page:8 15[50] 100 200
N e e S S -
[[] testot 002
F testot 001

Device Details

Device Label JINET_Core_Switch hj‘if‘nh?’jlf.‘ System Name JINET_Core_Switch gjjil.lociff_
Device Status OMzjor Login Type Telnet b_f_;[f.lodl‘y‘:
sysOID 13.6.1.4.1.25506.1.30 IP Address 192.168.1.250
Mask 255.255.255.0 Contact Hangzhou H3C Technologies Co., Ltd.
Location Hangzhou China Runtime gg(;j ?r{n(liligamocu(rs(; EHminEa G-I RRcoNME)
Device Model H3C S5100-50C-El Device Category Switches
Hardware Version REVB Product Number H3C Swiich 35100-50C-El
Serial Number 210235A08HH101000031 Last Poll 2010-09-28 16:41:19
Interfaces 60 Interface List
System Description Egg ?::r:wg: i{gffz:lr?i gS':Jttsmr/z;Z::gware Version 3.10, Release 2220 H3C S5100-50C-El Copyright(c) 2004-2010 Hangzhou
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BGIC

Alarm Details
Name Link State DOWN
Level A Major
oD 136.1.4120711.104.1.1.268
Alarm at 2010-09-28 16:29:30
Alarm Source LINET_Core_Swiich(192.1638 1.250) More Alarms
Type o iNC
Alarm Category Interfaceilink Siatus Alarm
Recovery Status 2 Unrecoverad

Acknowledgement Status 2 Unacknowledged
Description The interface "GigabitEthemet1/0/16” of device "JUNET_Care_Switch™ is DOWN

The network management polling Intarraca stawus Is DOWN, possible causes: 1. Interface cable unplugged or
Alarm Cause loose. 2. Interrace on end device dosed 3 User dosed the interface. 4 Inlerface damaged. 5 Bind VPN-instance
without configuring IP address

Suggestion: 1. CheckIrthe cadle Is loose View Snapshot

Remediation Suggestion shutdown the intarface. 4. Checkirthe inte

the interface
Malntenance Experience e ’ -’

Routers[0] Servers[0] Others[0]
MNMS Device ID
Switches{3] Desktops(8]
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User Group List

Ié System Management >> Device Group

Add Fefresh

Device Group List

| add || Refresh |
Total ltems: 2. Total tems: 2.
e
THEH =

EIEEh

BGIC Information Co., Ltd
page 55




AN
N

TR
Fary

~
-
.
¥
cz

2]
.“_" System Management >> Data Export Settings

; Operation Log \ . SCC-ArtackMarm‘ | ‘AlnrmExpolt ] i Trap Export g | i Guesi Access Log‘ ‘ 73'!'E|0§7

Export Inggers
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[¥|By Time
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TargetFile Type csv - * Save File for 90909 Days
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ok o o .

Alarm List Custom the table columns

|  Recower || Acknowdedge || Delete

YRecover reported alarms@&JExport As Excal
1-17 of 17. Page 10f 1.

ltems per Page.s 15 [50] 100 200
o Recovery Acknowledgement 5
u Descmt'on Status Status i

The communication of
device "17216.3.77"1s

1 peckt noen) onp, & SSYSTEU 49 Unacknowledged fg(‘)gfgg‘za 2010-00-28 18:07:06 0 Sec

is available
The communi dll on of

- ¥ Unacknowledged 12;(;2_-22-28 2010-09-28 18:06:56 0 Sec
SNMP access is T

available.

The communication of

17216.2.107is 4 geve b Unacknowladas 2010-09-28 00. DG

o normal. SNMP &/ SSYSTEM 42 Unacknowledged 18:06:26 2010-09-28 18:06:26 0 Sec

is available
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*)é’ 4 @ Download Exported Fault Data - Windows Internet Exp... (/=2

I @ hitp://192.168.4.140:2080/imc/fault/browser/faultExpertDownload.js I b

Download Exported Fault Data

Please click any of the following links to download Fault Data.
Download Exported Fault Data

Alarm List Clasa I
I Recover | | Acknowledge ] 0 ﬁaﬁ% | SFEEEL WA Y E:.port As Excal

1-18 0f 18. Page 1 of 1. ems per Page.& 15 [50] 100 200

Recovery Acknowledgement = .
I e N = ) i

216.2123 Davice "172.16.2.122 2010-09-28

A Critcal 17\ 163 103) B inc = pER s " A Unrecovered A Unacknowledged 131429 52 Sec
The communication of
B AW 08 mue @IS IS pssrsten dpumcnonedes ZLIBB 20100028 g
ac } is available
The communication of
vice "172.16.3 0"
[l anfo  S0ie . @iMc B s backonormai, | @/SSYSTEU  pUnacknowiedged oy oo A R 0Sec

SNMP access Is
available
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4 EF mE M L R RS T m o o
SRR A S M 7t 7R o B SHET R
QAlarmDetails
Alarm Detalls
Name Device Not Accessible
Level 4 Critical
01D 136.141.2011.10.4.1.1.2.6.1
Alarm at 2010-00-28 18:14:29
Alarm Source 172.16.3.123(17216.3.123 Mare Alarms
Type i inc
Alarm Category Device Availability Alarm

Recovery Status
Acknowledgement Status
Description

Alarm Cause

Remediation Suggestion

Maintenance Experience

Alarm Parameter

2 Unrecaversd

7?2 Unacknowledged

Device "172.16.2.123"is not accessible.

Device can nol be pinged, possible causes. 1. Loose cable orinterface failure. 2. Device shuts down. 3. Unavailable
route 4 Firewall disabled ICMP access

Suggestion: 1. Check f the cadle is loose and the interface configuration is correct. 2.Check if device startup is
nomal. 3.Check route by traceroute command. 4. Cancel firewall ICMP access limit.

Parameter Value

46

172.16.3.123
172.16.3.123
172.16.3.123

*NMS Device ID
NME Device Description
Device IP

Device Name
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o Trap

= R E;’E"Trap & 3 g Trap¥
= Trapim 7 3t ,,ﬂhﬁiTrap M LB TG —JF%
TrapzFim 73t °

2 Fiftering Trap
A} TrapTo Alarm
@ Trap Definition

—r— —

Time Al Traps > Dewicz IP Query || Reset

| Trap List

Syslog Management

11-21 of 21. Page 1 of 1. ftems per Page 8 15 [50] 100 200

he communication of device *172.16 3 115" is backto normal. SNMP access is
172163 115(172.16.2.115 3Th]a)l:ru ication of device "172.16.3.115" is backto normal. SNMP accessis 2010-09-23 182300

172.16.376(172 16 3 76 The communication of device "172.16.3. 78" Is back to normal, SNNP acc
72163 76(17216.3.76 avzilable

2010-02-28 18:22:50

The communication of device *172.16.3 100" is backto normal, SNMP 3ccessis
avaiatle

172.16.3.123(172.16.3.123 Device *17218.2.123"is not accessidle 2010-08-28 18:14:29

SCAN(172.16.3.100 2010-09-28 18:22:17

eco ication of device *172.16.3 77" Is back to normal, SNNP access is
JOVAIB(IT216.377 bt Rk BTG 2 2010-03-28 18,0705
AMY-PC(472.15.2.110 The communication of device *172.16.3 110" s backto normal, SNMP accessis

Avdiala 2010-02-28 18:06:55

ADBGIC(H72 16.2.10) The communication of device "172.16 210" s back fo normal, SNHP access is
avzilable

2010-02-28 18:06:25
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Trapit FiBig » & & & B2 Trap¥® 2 o
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© AT RR AT 0 AR Rt p BT PRI
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BT EERRN €T AR LR R L EERRR -

=
“A Filtering Trap

F8Add to My Favorites @ Helg
Filtering Trap
Add || Refresh | Total ltems: 4.
Rule Name ——————[TrapNameoscripton woary |
Duplicate Trap Filter

Discard repeatively received ideniical Traps and generale alarms when reaching threshold to inform users.
Analyze received iniermitient Traps and generatz alarms when reaching threshold to inform users.

~

Intermitteni Trap Filter
Unknown Trap Filter

S [
IR
-

iy [

It
e

Discard received unknown Traps and generate alarms when reaching threshold to inform users.

]
-

Unmanaged Devices’ Trap Filter a;if::i;(ee$:|=/ec Traps from deavices not invelved in the system and generate alarms when reaching threshold to

()]
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BGIC

9z
Filtering Trap »> Add Filtering Rule @ Help

Add Filtering Rule

* Filtering Rule Name

*+ Filter Mode By Commeon Trap Group

* Common Trap Group UPIDOWN Trap Group

Interfaces to Filter

Note: Ifno interfaces are selected, Traps of all interfaces will be filtered.

Validity Period Configuration Weekly v
Available Range [Z] Sunday [¥] Monday (V] Tuesday [¥] Wednesday [¥] Thursday [¥] Friday [V Saturday
Start Time (Every Day) 00:00 (hh:mm)

End Time (Every Day) 24-00 (hhemm)

oK || cance
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= g H A X o) 7}3;}7%\}3&42 43 ~ Trap/® ~ Trap#

HPEFRp A SRR 0 KBRS 5;:‘5 i eilrap & &

2 & o Trap= & 5 2 ¥4 ¥ &

o e de AR LA PR R

'U

o
il
=
—
H
=1

il Trap to Alarm *S$add to My Favoriies @ He

Trap to Alarm

% Upgradae Strategy Upgrade Traps matching the rules to alarm [Modif

[ Aga [ peste |
1-45 ot45. Page 1 of 1. Items per Fage:o 15 [50] 100 200
I T T S S
default rule System Defined * Er

Entity 118 default rule Systam Defined «” Ena

Ethernaet powar Nofificatons default rule System Defined «” Ena

H3C Entity Exteand derault rule System Deafined «” Enabled

H3C Ethernet Switch default rule System Defined « En

HAC IVS default rule System Defined «” Enat

Huawei Cluster V1 derault rule System Defined «” Enabled

Huawai Config Managameant Nolification default rule System Defined w Er

Huawei Device Genaral default rule Systemn Defined w Ena
Huawel Entity Extent derault rule System Defined « En
Huawsel Ethernst Switch default rule System Defined «” En

Huawei Fan default rule System Defined «” Enabled
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= Trape & - T E

s & & HTrapen& W8 (7 12 2 o
SERDE SN R %\F"Trapm&%]% et (1) R4 #p

Trap> (2) ®p &
A 4 ailrap »

Trap/E %

%ot 7 IMCA #F e Trap » A 7 1

s

% crdaptDownd & 0 (3) Bt E

@rmpmﬂnmm Fgisdto Wy Faoress GHsio
Trap Quesy

Trap Nama Trap QD

SOy Erterprize D Guary Reset
Trap Definition

Add Wodkfy Severily Refash mgort trag detniton rom MIS fle
1-50 of 3,204. Page 10f 65 Mems per Page & 14 [50} 1
mmm-m ::__::-m

1261414381 3Com(1 161.4.1.43) 1 Major Systern Dedned

M_101 136141436101 & Cntical Systam Detnzd 3

ICOW 102 126141436102  3Com(1361.4.147) A Ciilical Systam Defned =
7] CON_ 130141430.703 3Com(13614143) A& Cncal Systen Detned =

ICOM_10 1.36.1.4.1.42.6.104 1.3.6.1.4.1.42) A Critical Systam Defned =

OOM_10¢ 136141436105 3Com(1 361.4.143) & Critical Systern Dedned {
7] IOOR_106 1.36.1.4.143.6.106 3Com(1.3.6.1.4.1.43) 4 Cntical Svstem DeAned {

CON 136141436.107 3Com(1361.4.143) 8, Into Syatam Detned =
] COf € 136141436.108 3Com(1.3.61.4.143) & Cntical System Detned

136141416109

3Con(1361.4143) Citical Syatam Dednad



A o Syslog
BGIC
= AEHFEIID %&ﬂ@iho
" BFSyslogt it k&, H% A Syslogetim T3t
« AERAFIP T &Y ﬁﬁ@’k%ﬁw“&ﬁ
i
= REFTHED

iﬁ Browse Syslog 3tddto Wy Favorites @ Help

Query Syslog Advanced Query

Devics IP Severity Level Al - | ouey || Reset |

Syslog List

[EEExport 4s Excal

No match found.

SevenyLove wumberofpepetors
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= Syslogijm : 3%# v * >3 ¥ Syslogif g 2B »
Y ¥ ERLY & 4 ahk & aSyslogit (7 i g
PR E B M Ao Sysloge P R XA E- B

B RR “EEEITAEERAE Syslog” -

Ej.—f Filtering Syslog WsAdd to My Favorites @ Help

Filtering Syslog

Total ltems: 1.

Unmanaged Devices' Syslog Filter Discard Syslog messages from devices notmanaged by iMC. ¥ Disabled

BGIC Information Co., Ltd
page 73




A SyslogFH -4l Fy s =
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Syslog® 7 % MIg &K 7T <~ ERRA > Fpri *

v/
Zl g 2 A o
) "3‘ r’ =
@ Syslog To Alarm s0aa to My Faverites @ Hal
Query Rule
Rule Name l Query || Reset
Rule List
I Add ] Delete H Refresh
1-16 or16.Fage 1 or 1. Iterms per Page:s 15[50] 100 20

System Defined « Enavled
TCKDF Syslem Defined «” Enabled ;;jj
BPDU Guard Systoem Defined «” Enablea &1l
DHCPS_LOCAL _SERVER 1 System Defined «” Enavied &l
DHCPS_LUCAL_SERYER 2 System Defingd « Enabled &
DHCPSERVER 1 System Defined < Enabdlad ﬂ
DHCPSERVEF System Definad < Enabled ﬂ
dhep-snooping Server guard Gystem Definzd " Enablad &
DUPIFIP System Definad «” Enanlad F
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Recent 10 unrecovered alarms

Level [Descripton ____________________________Jaemat 9%

AMajor The interface "GigabitEthernat1/0/12" of device "JIJNET_Core_Switch" is

'th ore

DOWN == = 2010-09-28 18:46:22 25-
g i 1IN By aithaba® 1 20 -
&Major ;Igﬂlyr;‘jerface GigapitEthemet1/0/15" of device "JJMET_Core_Switch” is 2010-09-28 18:43:34 -
=z " b f0/26" dev : ™ Switch" is 1.0 -
&Major The mltP‘JTBCE GigabitEthemet1/0/26" of device "JJMET_Core_Switch” is 2010-09-28 18:34:43
DOWN oy
00 - A | >

Unrecoverad Alarms

|- Gritical m Major ~ Minor | Warning|

Performance Monitor Details

Monitor Index Monitored Value

Average CPU Utilization in Last One Hour - [CPU:Frame:1 Slot:0 SubSlot:0] 16.000% &4

Average Memory Wtilization in Last One Hour - [Memory:Frame:1 Slot0

61.178% |
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Bo' Resource >> View-All Devices H$Add to My Favorites @Help

View Device Status: Al @ Cntical @ major © minor @ warning @ Normal @ Unknown & Unmanaged
Device List - All Include Desktope
| oete || manage || unmanage || synenrorize || Reresn || wore. |

1-3 of 3. Page 1 of 1 Items per Page:8 15 [501 100 200

e e e

W Normal BGIC-Core(172.16.2.254 Swiiches H3C $5100-26C-El 172.16.3.254
[F] @ Normal Swiiches H3C §3100-52P 172.16.1.252
[T & Normal JINET_Core_Swiich(192.168.1.250 Swiliches H3C $5100-50C-EI 192.168.1.250
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P,'i System Managerment >> Mail Server Settings ‘}5- 3 l He

Mail Server Settings

+ Server Address
v Requires Authantication

* Userame

« Password

+ Senders Mail Address

Smip.yourcompany.com

user@yourcompany.com

Tast Mailnox
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@; Systom Management >> SMSC Settings

SMSC Settings
* ConnectUsing [FETEN
+ Baudrate (bps) 115200 ¥

* Country Code g

* SMEC Number 43800100500
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<3>Intelligent Configuration Center
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<6>Report # 1
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BN i gk T e
* ICCIE it 7S AR BHDIBE
Security Control Center ¥ Resource and Configuration Man

EX{% EEEE Configuration Center A

'¢& Configuration Templates

2> B R AG - B
) (Js Software Library Sk A
QEEE%E ;; Deployment Guide
[ Deployment Task

LEY

2 E T ,
4 Configuration Center

F3 Configuration Compare

>t E —ER
=L paxam #-Configuration Audit
9 DX{%@E{EEEE w Auto Backup Plan

' Backup History Report

& Configuration Check

/" Options
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1-23 of 23. Page 10f 1.

I

3ysicoDerauitLogl
glogHos
2gUndo.clg

kgl bl

Syctam_syslogEnabie.cig

Jelete cig

F) V3

& 5y sAncoutUndo.clg

% System_radiusAuthUndo cig

72 SYEWM_radiu iEnabie.cfg

) System_radtusAutmEnanle cig

% System_radiusAuthAndAccouniEnzble.cig
stem_telnetPassword.ofg

Folder

Folder

Segment
Segment
Seoment
Segment
Segment
Segment
Sepment
Segment
Segment
Seomant

2010-09-28 13:43.06
2010-09-28 13:43.06
2010-09-28 12:42:06
2010-09-28 13:43:06
2010-09-28 13.43.06
2010-09-28 12:42:06
2010-09-28 13:43:06
2010-09-28 13:43.06
2010-09-28 13:43:06
2010-09-28 13:43:06
2010-09-28 13:43.06
2010-09-28 13:43:06

= KERE TR #%‘f Bl ﬁ?%?{o%ﬂﬁ"”i#%%/\&é

oo > . W . &5 ) A5 S o ,

A HK AR s P IAER TN FEEV PR T E D

§ IE'T“E ;" 2r 7 o

sonvi uraton Tempiate Currant Location--Dotault Folder @Help
Query Criteria

Folder HDefault Folder -

Temglate Name Temglale Type Al v l Query | Reget
Configuration Templates

Refrash

¥ Backto L pperList
terns per Page:8 15 [50] 100 200
Description
Includes allvd configurztion segments d..

Delete | Operation

Includes allv3 configuration segments d...

Cancel accounting semnvice

Cancel authenticafion senice

Enable accounting sevice.

Enaole authentication semnvice

Enable authentication and accounting on

Enavle telnet password of that zuthentic...

Cancel log level, P
Delete log host ~
Cancel syslog. -
Ada syslog
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b Service »> Software Library Fgtddto My Favortes @ Help

|Query Condition

SofMware Name I Query . Rezet l

|Software Library

Import. H Deletz Refiesh | Deploy ..

11 5of 5 Page 1 of 1 ltemns per Page 6 15 [50] 100 200

e e T S LT

F| =3q05_02_00s168p20 app W bld 3Com S45006-24{1.36.4 4143 oo S - - G

F] 35120E-CHWE20-R2202F05-8168 bin  DI1em H3C S5120-24P-EI11.3.6.1.4.1.2... I H % &
‘ F] S7500E-CMWE20-R5605R05 ap ol H3C S7502E(1.3.6.1.4.1.26505.1.. AP B B $ |

Fl SS100E-CHW310-RZ203P13S18DIN STt H3C 55700-16F-E1[1.36.1.4.1.2.. ZEaE w B % =
! M $3152_E-CMW310-R1702P13-5168 bin Ssgfh:;;e H3C E152(1.3.6.1.4.125506.1.1 223012'33'28 3 H &=
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HEFARE &= ;,2/5 TERA R TR o

g Service >> Deployment Guide F8Ada to My Favortes @ Help
Select a Deployment Task
. L
& N p o L
Deploy Configuration Deploy Software Deploy File{Cther Files Restore Device Configuration Restore Device Software
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g2 *,J;Fm&,, AR BA ﬁ:{ﬁ»sﬁiﬁ
'a,)g,;ﬁ\‘ TERA R 01 TR ,ﬁ:‘g”}l
[y service >» Weﬁwasko

gAdd to My Favorites @ Help

Query Condition
Task Type All v  Task SubType All v
Task Status All b d Operation Result Al - Query ” Reset
Deployment Task List
| Rur ” Suspend ll Resume | Oeleta | Refrech |
No match feund.

| W |Siats-OporatonReoun [Task lame |Task SubType |Schetu Type |Crestor [Last ExecutonTune | Executon e | oaty.|capy |Reprt. |
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& Deploy Configuration 1.Select Device >>

@Help

Select Device for Update

— Select Configuration Template

Folder RaoofFolder

Templale Name

— Select Device for Update

ISelec’t De\ﬂcel l Delste Al ]

No maich found.

Device Name IP Address

Device Type

Chack Result | Delete

— Deploy Strategy

File Type 10 be Deployed Startup Configuration

[¥1Backup the current starttup configuration file of the device
[T]Restart davice after deployment.

E Il Cancel
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& Depioy Software 1.Select the Device for Update ...

Select the Device for Update and the Software Version

— . Tipa

In this step, select devices for deployment, set save gireclory of Software on the device

Sofware can be still deployed on devices thal failed the version check, bt can not be deployed on desices that are not supporied by this IMC feature of failed communication
Current version 12 baged on current software vergion of he device.

The file 10 e deployed will overwrite tha fila with the 3ame name on the davce

[~ Select

+ Software

Boot ROM Selec

[~ Devices for

|SelactOavice| | 1

No malch found.

Device Name Device Type Currentversion | save Directory on Device Check Result

r— Deploy Strateqy

¥ Sat the Curent Running Softwars as Backup Startup Software
Delete Current Running Scftware
Delete Current Backup Startup Software
[V Restart Device afler Deployment

Cancel
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f‘? Service »» Configuration Center Fgaatto My Favortes @Hzlp
| Query Condition
Device Name Custom View A4 I Query “ Reset
Contguran cerer
Deploy Sotware || Deploy Configuration Backun Configuration | [ Restore.. | [ DeaioyFile || Remesn “WAuio Backup Pl
:‘1 3of3 Page 10f1 Items per Page:8 15 [50] 100 20

e ————

[0 @BGC-Core(17 HIC S5100-25C-E1 s5100ei-cmw310- ‘

12203p08 bin %
S sy S $3152_e-cmw310- $3152_E-CMW310- o _ _
) @ 0e{172.16 1.5 H3C 33100-52P 1602005 bin RA1702P13-3168 bin '8 |
e 551008i-cmw310- o ‘
@ JINET Core Swilch(192.163.1.2 Z100-5 3 =
[F] @ JINET Core_Swilch(192.163.1.250) H3C 85100-50C-El i e
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oy iMC VLANM/ & -

* VLAN management enables you to centrally manage VLAM resources on your network.

~Global VLAN

‘\‘EQ Glabally add, modify, or delete VLANS on your network, and add, modify, or delete member devices for each WLAN.

~VLAN Devices

@ Manage VLANS, VLAN interfaces, and the link type (access, hybrid, or trunk) of ports on devices.

~VLAN Deployment Task List

D AVLAN Deployment Task offers a detailed record about your VLAN operations.

~VLAN Topology

e

@ The VLAN topologyis embedded into topology views to show VLAN assignment on a device or link.

~Batch Deploy

g Bulk setthe link type of ports, and configure VLAN interfaces on your network.
£l

- Save Configuration

PCB Save your latest device configuration to prevent possible data lass caused by device reboot or failure.
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VLAN Management A

% Quick Start

42 Global VLAN

& VLAN Devices

) VLAN Deployment Task
34 VLAN Topology

¥ Batch Deploy
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#Hi2RVLAN
VLANID | VLAN B | )
VLANSIE
[ wm || @k | &w |
HB2FER , HRiE1-15, 8 112 W. BRE

I S T S T anes v

VLAR 0001 2 {EECIVLANS TR
F 2 VLAN 0002 = FLRERTE TECRYLANSTR
[0 =0 YLAN 0030 = PLRERTE TERVLANBTR
[] 40 YLAR 0040 & Al Bk tE ECYLAN-ZFR
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