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PANIX.COM
~BRARRESIR IP it3kry TCP SYN Flood IE - &
FERE - REEARSMNERIRGEFREBEG - EAE

H - REIRES
- EEZEREA 150 & SYN #H 8 - PANIX 2 DIE &)

Nelcome T ‘ANt
' q Al A 1 /M = v ! -
O p MU aNa | m nome
UNiA shell and 1nternet services 1ol ove|l <9 years! g
' . .,-

" Public Access Networks Corporation



QREIESEED

G |DDoS KBS 5 R (2/3)

e 2001 /2 BEE R E—Z5! DDoS IESE
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er Datagram Protocol (UDP) Floods

~PIKRE UDP Fragment S BIEEEmIER - SiE .
~WEEESERIESRHN UDP I8 - BREE#IEIL UDP
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Bk SRR TEEZ UDP 56 BIETRIE
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e Ping of Death
~FF Ping WA - E4#BiE 65536 Bytes T EI
HIZF# - 65536 Bytes Tf &8V EH IPv4 FHE &R A
NEIAR/N - REDBMBZEREEBREFR N - O
REEEMAREKNEER
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Al Plug & Play (UPnP) RERmE - WEZFER R XA
S HIREH IP 2 SSDP s 8l 2 45 P AR EEZ 1 E
WEKGEEEEEEZFER - BEAINAK 30 IR

e DNS Amplification

—FEHRAET SR BEREIZER IP B9 DNS Query FEI2R
ETIEREEN  MGEREWEATEE W - B DNS @Ak
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MEETAE—REBFENTEIREL Client In
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Open DNS Servers

UDP Flooding Attack

| |
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oDNS 8¢ ( Reflection )
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Attacker
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]
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# 7 FH#Y Open DNS Server
EHERERA 100 2

AHMBCIESHEE

15



o S F B AR 300 Gbps K8 B (R R E— ..
e 2014/2/10 Cloudflare Ef g BRI N E K=

CloudFlare BR# N Z&

400GbpsbA EHy DDoS K

— R EE AR E

$57UA) DDoS W2
—E3 DNS 58I EAHTG - NTP L 2— B REZDIFEN
INNBSKRFLEEIS B A AR EE K [EIFERY UDP 28175 7E
_ B EMNE%Z CloudFlare WEFE - 18 CloudFlare

\

RAfhERHE - EEREZ%JE‘L =

N7 7

/N2 2

400GbpsitE == {F - EMIE 122

]GRO FA 48 I 7

)

QREIESEED

(Network Time Protocol, NTP)

E

E

16



QD ‘NTP g;ﬁﬁ’ﬁ%%ﬁg%;ﬁ (REER]

IC

o A NTP 1 E R MBI B RBR

=/ N\
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»monlist (3t mon_getlist) 2@ NTP & iR 28 55 K E{E % R AR AR FA
EFERIMIUESIER - &2 O] [EE 600 £
> monlist X5 XA 234 bytes - BEIERRELL 6 BAIAT] S —
&2 (446 bytes) - 600 Z#F[51F 100 & =3 €1 (44,600 bytes) -
ZERMAK r4190 15 |
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@ Anonymous Asia

ROHEE T R
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o AR A R 2 T AR
tSEBSHEHSE
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#0OpTawan

We are Anonymous
We are legion
Expectus

M Anonymous Letters #OpTaiwan

Greetings World We are Anonymous Gre
Taiwan a letter We hear your cries for help
Cheer up. took to the streets to fight Don't pay
attention to minor change

[ toments IEGT0!
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~ ANONYMOUS4514

WE ARE LEGION
£\ WE DO NOT FORGET

§ ‘ y WE DO NOT FORGIVE - : » i .
EXPECTUS 20 =EY

B

Home Anonymous Message Q.|

DOWNLOAD
LINUX/Unix Tools

(You need to install the pyhton2 x+ and run with Terminal)

« torshammer
« slowloris.pl
e pylons-3.2

e LOIC
Windows Tools (Windows 7/8 recommend install Net 4.5)

» ByteDOS L

D asmal)aee
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S ‘ OpTaiwan 17&1(3/4)

e #OpTaiwan TEI Anonymous Asia 3&#E
#OpFacebook &84

—Anonymous Asia %&7~RA Facebook Rl Anonymous Asia =i
BHH - FIEEEEE #0pFacebook 1T&f

T Anonymous Message AnCnymousfsia - Aug 5
i&} #OpFacebook they try to stop the freedom
of speech in Facebook Anon page again
for #TW get ready to fire.

1 4

Anonymous Message (@AnDnymousAsia - Aug 8

w #OpFacebook
Jtorshammer.py -t 69.171.255.12 -p 33
Jtorshammer.py -t 69.171.239.12 -p 33

1
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Anonymous MJsage AnOnymousAsia - Aug I
New Target List - ebank. bot com.tw

ecard.bot.com.tw
webatm.citibank.com.tw...
tmblr.co/ZTZcvs1rVwriWe

The following media may contain sensitive material.
Your media settings are configured to inform you when media may be sensitive.

View content  Always show me sensitive media

1:57 AM - 8 Aug 2015 - Details

Hide summary
Reply to @AnOnymousAsia

N N e T
67 (@SortingZeal - Aug 10

w @AnOnymousAsia fHERHEASTEIR
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@ Anonymous Asia

| #OpTaiwan

Torshammer_ py -t www edu tw -p 80 I

Torshammer.py

> Tor' s Hammer 2—{E#EHELEIE S
post Dos WERJAIGN TH

> ]38 Tor Networks i [P

1 #!'/usr/bin/python

cks.py (http://phiral .net/=ocks.pv]

FESZIRENE

5(1/4)

QREIESEED

al.net/terminal.py) in the

& and that yvou have tor running locally

6 run with 128 to 256 threads to be effective.

T 5 apache ¥ with ~128, apache 2.¥X / II5 with ~256

8 # not effective on nginx

[Flu=eragents = [
"Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1: 1.1.4322; .NET CLR 2.0.50727: NET CLR 3.0.04506&.30)",
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 1.1.4322)",
"Googlebot/2.1 (http: W . googlebot .. com/bot . html} ",
"Oper 0 (Windows
"Mozill 0 (¥11; U: n rv:l1.8.1.1) 20061205 Iceweasel/ (Debian-2.0.0.1+df=sg-2)",
"Mozill 0 (compatible; ndows NT 5.1; f4.0; FDM; NET C InfoPath.2; .NET CLE 1.1.4322)

3o

"Cper 0 (¥1i1: o; Presto/2.2.0"

"Mozilla/ 0 (Windows:; U; Windows I Version/4.0 Safari/528.1&",
"Mozilla/ 0 (compatible; Yahoo! 511 # maybe not
Sty xEG_SQ'

3o

ndows NT 5.1; Trident/5.0)",
(compatible; MSIE indows NT 5.1; Trident/4.0; .NET CLR 1.1.4322; .NET CLR 2.0.50727)",
(compatible; MSIE Windows NT &.0)",
(compatible; MSIE &6.0b; Windows 98)",

"Mozilla/ (compatible; MSIE

3o

"Mozilla/
"Mozilla/

3o

"Mozilla/

3o

"Mozilla/ 0 (Windows; U; Windows NT 0401 Firefox/4.0 3 307297
"Mozilla/5.0 (X11; U; 4 Gentoo Firefox/3.
owna/s.o pas; ¥ a/3.6.7-1.fcl4 Firefox/3.6.7",

3o

1 tn L1t b b L0 b 0t
o

"Mozilla/ (compatible; ._CCC_ebct
(compatible;

.2 (compatible; Mozilla 4.0;

3o

"Mozilla/5. Yahoo! hoo.com/help/

L "YahooSeeker/] vahooseeker at 1

n
’

1p.vahoo.com/help/us/shop/merchant

et ER20E
Useragent

—
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[AEMER]

EZ%% = A

= |
111 [Hdefaasoos Ll
112 print "./torshammer.py -t <target®> [-r <threads> -p <port> -T -h]" I
113 pPrin —-T|——-Target <Hostname|LlFP>

print "

S ‘#OpTaiwan TTEN_WEFIE(2/4)

nrint " _rnl_——rmnnrt cChlaek CorvarT Phrts Nefanlts 2

| print " -T|--tor Enable anonymising through tor on 127.0.0.1:9050" I
prin -n|——-nelp Shows thls nelphn

print "Ecg

%EiBPort : 9050&EE
Tor Networks

26
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& |#OpTaiwan 1T81_WEBFIA(3/4)
— & #1088 (Wordpress Pingback)
> Pingback m£E 5 #4% Wordpress #8UL X ERF - TR —
{E XML-RPC 553K

FRIL Pingback 2 WP &
T, BREEEETE

WEBEKBE "REEHK, -
Z5H XML-RPC iF3K

Wordpres;PingbajckPortScanner Eﬁﬁﬂ Plnqback HE§§2 WP EE*% 27




ICST

£<?xml version="1.0"

<methodCall>

Cj #OpTaiwan 1T81_WEFE(4/4) o

ding="is0~-8859-1"2>

WEHIZE

<methodName>pingback.ping</methodName>

<params>

<param><value><stringthttp://Target:Portf/string></value></param>
<param><value><stringthttp://validpostlinkf/string></value></param>

</params>

</methodCall>

sl 2SN
L 17300
sl 170 T ¢S

EfEHE

5/FURL

WordPressit.2.3:dotlwww scratchmommy com:frerifying spingbadkstioms L 121101423 | 302 53
WordPress/h.2. 3ot dassport net verifying pingback fromfL 121 19.1%.23 m 2%l
WordPress/3 9.1 ot maureeneoconnell.com; odifying spinghack grom+1 12,1 19,1 %4 23 w 1%

A EE S aeTp

28
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o MW E T H/HE - LIa/A@EME - 1T
21T

G>http://loveedu.ddns.net/edu Cz)}ﬂtp://thlserver.ddns.net/edu/

(=*. =Bl SuEnS o

FrESEREE 242503 T XDDDDDD

. #R BB +RBERE 4RRE SR AEBRER G RS
: - - BIRNAER - B33 |

(=". .~=)BlEK S0Eng -
_—1EIE ﬁtﬂT#T% EEigE PR tw)

/A Yi-Chieh Wang
= DDoS A0 loveedu ddns.netiedu/ XDD #IEA #UBETR4
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G | Rt EBFIE(2/2)

@ E=E: hitpy//loveedu.ddns.net/edu/ - Mozilla Firefox Ml "E52EE5 Wireshark 1126 (v112 6-0-geelfeet from master-112)]
EEQ £E0 BEM =EH Fe Edt Vew Go Cepture Anzlze Statitic Telphony Took Dntemak Help
'FEE BER !, dn : e :
s coudNIENXT A¢s9T7L(EF acan §88% B
<fdiw Filter: | ip.addr== 1401111 140 Ellirprfmiun_ Clear Lpoply Save
<div class="rov text-center"> No.  Time Source Destination Protocal Length Info
Ad><font color="vellow">EBHES | BEZE  HFHSTSM 518 5.489911000 192.168.1.106 140.111.1.140 TCP 54 5417480 [FIN, ACK] Seq=427 Ack=
<Idiv 559 B.609250000 192.168.1.106 140.111.1.140 TCP 66 542080 [SYN] Seq=0 win-8192 Le
, 624250000 192.168.1.106 140.111 54 5420-B0 [ACK] Seq=1 Ack=1 win=5
ddiv 565 8.624397000 192.168.1.106 140.111.1.140 HTTP 480 GET ,/207458285231537354=1317dcd
«div class="container"s 568 B.641118000 192.168.1.106 140.111.1.140 TCP 54 542080 [AcK] 5eq=427 Ack=163 W
N e P 569 8.654381000 192.168.1.106 140.111.1.140 TP 54 5420-80 [FIN, ACK] Seq=427 Ack=
————— 608 8.758369000 192.168.1.106 140.111.1.140 TCP 66 5422-80 [SYN] Seq=0 win=8192 Le
i
<PETERGZEE MUTRERS: 612 8.772855000 192.168.1.106 140.111.1.140 TCP 54 5422-80 [ACK] Seq=l Ack=1 Win<6
</divs £13 8773058000 192.168.1.106 140.111.1.140 HTTP 481 GET /7047041698302794366=0c0aec
: 616 8.790510000 192.168.1.106 140.111.1.140 TP 54 5422-80 [acK] Seq=428 Ack=163 W
div q
e e s 617 8.802243000 192.168.1.106 140.111.1.140 TCP 54 5422-80 [FIN, ACK] Seq=428 Ack=
div id="board ></div> 657 8911576000 192.168.1.106 140.111.1.140 TCP 66 5424-80 [SYN] Seq=0 Win=8192 Le
<gcripts £62 8.925836000 192.168.1.106 140.111.1.140 TCP 54 5424-80 [ACK] Seq=1 Ack=1 win=6
var index, lensth, board = docunent.zetElenentByld('board'); 663 8.926076000 192.168.1.106 140.111.1.140 KTTP 479 GET /?82774B5825508635=03e754C3
board iunerfTHL s pet if o IR ) 666 8.942278000 192.168.1.106 140.111.1.140 TCP 54 542480 [ACK] Seq=426 Ack=163 W
0a1d. InnerliZEL 4= get_Tirane_syntax| DaPRRCIERIng )i 667 8.964258000 192.168.1.106 140.111.1.140 TCP 54 5424-80 [FIN, ACK] Seq=426 Ack-
ifs = docunent.zetElenentaByTaghane (" frame'); 714 9.081612000 192.168.1.106 140.111.1.140 TCP 66 5426-B0 [SYN] Seq=D win=8192 Le

setlnterval(refresh_vebzite_page, 150);

<fscripts

wgcripts
(function(i,2,0,2,1,3,0){i[ Googlednalyticslbject’ J=r;i[r]=i[
filr].e=i[r).ql [ ]).push{areunents)}, [ r]. |=1*new Date();a=s.

Frame 564: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0

Ethernet IT, Src: IntelCor_56:90:57 (fB8:16:54:56:90:5F), Dst: ZyxelCom_48:b6:b1 (10:7h:ef:48:
Internet Protocol Version 4, 5Src: 192.168.1.106 (192.168.1.106), Dst: 140.111.1.140 (140.111.
5 Transmission Control Protocol, Src Port: 5420 (5420), Dst Port: 80 (B0), Seq: 1, Ack: 1, Len:

30
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e Anonymous Asia B 2 A DN I E 25 {E U 17 8
HREAM/ s - HPEE 14 BB E
~ AR PO\ PEEEE 10 BB AR DDoS WESHiEH

E————
s e e AT I - I eoeco MEE(RE 46 L&F115 @ % 37% W )4

-----

=ttt viors - ( Anonymous Asia

m Anonymous Asia

B B . \4

Target down

TWSE B85 50

BRECE MRS BN, BERFHEAE
AR BABREQA!
http://check-host.net/check-report/83731f
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G |BURHBIZZ MR (2/2)

ZE

o IARTH/L\ TR H 5 AR IPZRIR B T

—~ KETorf&IP

5 &3t &3t B &t
00:50-01:00 2,718|01:00-02:00 20,134102:00-03:00 4,387
> XXﬁB n\|__| HIJ_'_I }\J-A 8/ 3 1 40 client volume client volume client volume
68.180.228.228 219|89.105.194.88 3,970|68.180.228.228 277
:|:2 OSj_E r_r 5.9.111.70 125(91.109.247.173 2,048|171.96.181.76 150
AN == =al \l Yzz 118.170.3.72 110{194.150.168.79 1,536(207.46.13.68 135
/] *FF HZ HTIEX BEKHE'% f?_ 114.45.166.99 1001109.163.234 .8 1,536|157.55.39.173 114
X > = 188.165.15.84 87(188.138.9.49 1,009]|182.235.38.50 102
%QEETOIF $ ?ﬁﬂZHTEX/)lL 123 167 293 A0 RTIAR 180 298 298 AINITRE TAS 15 R4 QR
=50%
== (W]
—Amazon EC2 Eiim F 1
> BODATHBZEREHEHADDOSIERT, - SIEUSHAILETINE - S8R N308
R/ 5>
< ==
—- Bl AZEHIP
> BAR M O BEINE BB R A B B A8 UG
i P HETE EHE FiBdEimatE ig=PN
1 106.105.190.27 1969 Taiwan II\'CICI\'ET-NET INew Century InfoComm Tech. Co., Ltd.
2 60.250.226.61 1089 Tatwan  HINET-NET Taipei Tatwan
3 1.172.110.191 001 Taitwan  HINET-NET Taipei Tatwan
4 192.83.167.2 081 Taiwan  TANET-CNET4 imported inetnum object for MOEC
5 220.142.69.228 045 Taitwan  HINET-NET Taipei Tatwan
6 220.132.233.59 457 Taiwan ~ HINET-NET Taipei Taiwan
7 36.234.38.101 410 Taiwan  HINET-NET Taipei Taiwan 32
3 118 1A9 53 138 1A4 Taiwan _ HINET-NET Tainei Taiwan
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o IARPFOLVKINE ACER - MG INEERN B A [HIE &5l
~8/2BMELER - RESBUAKERSER - Nsa4Eis TN
A [ &L T b
DT BLHAEE - BRI ZHEIEERENRIR(Tor Network) -
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